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- FH FINIEAE SR 5R
CREATE TABLE users (
id SERIAL PRIMARY KEY,
username VARCHAR(50) UNIQUE NOT NULL,
email VARCHAR(100) UNIQUE NOT NULL,
password_hash VARCHAR(255) NOT NULL,
display_name VARCHAR(100),
phone VARCHAR(20),
avatar_url VARCHAR(255),
department_id INTEGER,
role_id INTEGER,
status VARCHAR(20) DEFAULT ’active’ CHECK (status IN (Cactive’, ’inactive’, ’locked’)),
last_login_at TIMESTAMP,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
created_by INTEGER
);
COMMENT ON TABLE users IS’ 245 H 7 3%’;
COMMENT ON COLUMN users.username IS’ FHF44’;
COMMENT ON COLUMN users.email IS ’ BB5E’;
COMMENT ON COLUMN users.status IS > JKZ: active-J{7F, inactive- A, locked-#1E’;
CREATE TABLE roles (
id SERIAL PRIMARY KEY,
name VARCHAR(50) UNIQUE NOT NULL,
description TEXT,
permissions JSONB,
data_scope VARCHAR(20) DEFAULT ’all’ CHECK (data_scope IN (’all’, ’department’, ’self”)),
created_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE roles IS’ fit13%’;
COMMENT ON COLUMN roles.permissions IS * f{[REL & (JSON #&=)’;
COMMENT ON COLUMN roles.data_scope IS’ R R all-2#F, department-AHE[ ], self-{¥
B
CREATE TABLE departments (
id SERIAL PRIMARY KEY,
name VARCHAR(100) NOT NULL,
code VARCHAR(50) UNIQUE NOT NULL,
parent_id INTEGER REFERENCES departments(id),
manager_id INTEGER REFERENCES users(id),
description TEXT,
sort_order INTEGER DEFAULT 0,
status VARCHAR(20) DEFAULT ’active’ CHECK (status IN (active’, ’inactive’)),
created_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE departments IS’ [ 13%’;
— BPEHRE R
CREATE TABLE customers (
id SERIAL PRIMARY KEY,
customer_code VARCHAR(50) UNIQUE NOT NULL,
name VARCHAR(100) NOT NULL,
type VARCHAR(20) DEFAULT ’individual’ CHECK (type IN (individual’, ’enterprise’)),
contact_person VARCHAR(100),
phone VARCHAR(20),



email VARCHAR(100),
company VARCHAR(100),
industry VARCHAR(50),
source VARCHAR(50),
risk_level VARCHAR(20) DEFAULT medium’ CHECK (risk_level IN (low’, ‘'medium’, *high”)),
value_level VARCHAR(20) DEFAULT 'medium’ CHECK (value_level IN Clow’,’medium’, "high’, ’vip’)),
total_assets DECIMAL(15,2),
investment_preferences JSONB,
status VARCHAR(20) DEFAULT ’active’ CHECK (status IN (active’, ’inactive’, ’potential’)),
created_by INTEGER REFERENCES users(id),
assigned_to INTEGER REFERENCES users(id),
data_level VARCHAR(20) DEFAULT ’"public’ CHECK (data_level IN (public’, ’internal’, ‘confi-
dential’, ’secret’)),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE customers IS’ & F15%’;
COMMENT ON COLUMN customers.customer_code IS’ &% 5";
COMMENT ON COLUMN customers.type IS’ % F3544: individual-™ A, enterprise-i\’;
COMMENT ON COLUMN customers.investment_preferences IS’ #% w4 (JSON #&=)’;
COMMENT ON COLUMN customers.data_level IS’ (&% 2%: public-AJF, internal-#F, confidential-
HL#, secret-FRas;
CREATE TABLE customer_tags (
id SERIAL PRIMARY KEY,
name VARCHAR(50) NOT NULL,
color VARCHAR(20),
description TEXT,
category VARCHAR(50),
sort_order INTEGER DEFAULT 0,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE customer_tags IS > & FR&E X #;
CREATE TABLE customer_tag_relations (
id SERIAL PRIMARY KEY,
customer_id INTEGER NOT NULL REFERENCES customers(id) ON DELETE CASCADE,
tag_id INTEGER NOT NULL REFERENCES customer_tags(id) ON DELETE CASCADE,
created_by INTEGER REFERENCES users(id),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
UNIQUE(customer_id, tag_id)
);
COMMENT ON TABLE customer_tag_relations IS’ & R EBER;
CREATE TABLE customer_histories (
id SERIAL PRIMARY KEY,
customer_id INTEGER NOT NULL REFERENCES customers(id) ON DELETE CASCADE,
type VARCHAR(50) NOT NULL,
content TEXT,
metadata JSONB,
created_by INTEGER REFERENCES users(id),
created_at TIMESTAMP DEFAULT CURRENT TIMESTAMP
);
COMMENT ON TABLE customer_histories IS’ & F il &%,
COMMENT ON COLUMN customer_histories.type IS * id5%2£%: call-Fiif, meeting-231, email-
HB#4, note-#87F, update-F#7’;
- BT R
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CREATE TABLE analysis_models (
id SERIAL PRIMARY KEY,
name VARCHAR(100) NOT NULL,
type VARCHAR(50) NOT NULL,
description TEXT,
parameters JSONB,
version VARCHAR(20),
status VARCHAR(20) DEFAULT active’ CHECK (status IN (active’, ’inactive’, ’testing’)),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE analysis_models IS > 731 5’;
COMMENT ON COLUMN analysis_models.type IS’ #5825 8): value-f/M {E 53 #7, risk- XU ¥4, demand-
e R
CREATE TABLE customer_analyses (
id SERIAL PRIMARY KEY,
customer_id INTEGER NOT NULL REFERENCES customers(id) ON DELETE CASCADE,
model_id INTEGER NOT NULL REFERENCES analysis_models(id),
analysis_type VARCHAR(50) NOT NULL,
input_data JSONB,
output_data JSONB,
score DECIMAL(5,2),
confidence DECIMAL(5,4),
insights TEXT,
recommendations JSONB,
status VARCHAR(20) DEFAULT ’completed’ CHECK (status IN (pending’, ’processing’, ’‘com-
pleted’, ’failed)),
analyzed_by INTEGER REFERENCES users(id),
analyzed_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE customer_analyses IS’ & 7345 1%
COMMENT ON COLUMN customer_analyses.analysis_type IS’ 7 #725%: value-#HE 7347, risk-JX
RS PEA, demand-F5 3K Fimi;
CREATE TABLE analysis_reports (
id SERIAL PRIMARY KEY,
customer_id INTEGER NOT NULL REFERENCES customers(id) ON DELETE CASCADE,
title VARCHAR(200) NOT NULL,
report_type VARCHAR(50) NOT NULL,
content JSONB,
summary TEXT,
generated_by INTEGER REFERENCES users(id),
generated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
expires_at TIMESTAMP,
status VARCHAR(20) DEFAULT *draft’ CHECK (status IN (draft’, ‘published’, ’archived’)),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE analysis_reports IS * #7452
- IRSSIMAEFE SR
CREATE TABLE projects (
id SERIAL PRIMARY KEY,
project_code VARCHAR(50) UNIQUE NOT NULL,
customer_id INTEGER NOT NULL REFERENCES customers(id),
name VARCHAR(200) NOT NULL,
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description TEXT,
type VARCHAR(50),
status VARCHAR(20) DEFAULT "planning’ CHECK (status IN (planning’,’in_progress’, "paused’, ’com-
pleted’, ’cancelled”)),
priority VARCHAR(20) DEFAULT "medium’ CHECK (priority IN (low’, 'medium’, *high’, *ur-
gent’)),
start_date DATE,
end_date DATE,
actual_start_date DATE,
actual_end_date DATE,
budget DECIMAL(15,2),
actual_cost DECIMAL(15,2),
manager_id INTEGER REFERENCES users(id),
progress INTEGER DEFAULT 0 CHECK (progress >= 0 AND progress <= 100),
created_by INTEGER REFERENCES users(id),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE projects IS * &1 H #’;
CREATE TABLE project_phases (
id SERIAL PRIMARY KEY,
project_id INTEGER NOT NULL REFERENCES projects(id) ON DELETE CASCADE,
name VARCHAR(100) NOT NULL,
description TEXT,
phase_order INTEGER NOT NULL,
status VARCHAR(20) DEFAULT ’pending’ CHECK (status IN (’pending’, ’in_progress’, ‘com-
pleted’, *blocked”)),
start_date DATE,
end_date DATE,
actual_start_date DATE,
actual_end_date DATE,
assigned_to INTEGER REFERENCES users(id),
progress INTEGER DEFAULT 0 CHECK (progress >= 0 AND progress <= 100),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE project_phases IS’ Ti H  B¢3%’;
CREATE TABLE service_records (
id SERIAL PRIMARY KEY,
customer_id INTEGER NOT NULL REFERENCES customers(id) ON DELETE CASCADE,
project_id INTEGER REFERENCES projects(id),
service_type VARCHAR(50) NOT NULL,
content TEXT,
duration_minutes INTEGER,
service_date TIMESTAMP,
next_followup_date DATE,
satisfaction_score INTEGER CHECK (satisfaction_score >= 1 AND satisfaction_score <= 5),
feedback TEXT,
created_by INTEGER REFERENCES users(id),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE service_records IS * [R5 107 7;
CREATE TABLE reminders (
id SERIAL PRIMARY KEY,
title VARCHAR(200) NOT NULL,



description TEXT,
type VARCHAR(50) NOT NULL,
related_type VARCHAR(50),
related_id INTEGER,
due_date TIMESTAMP NOT NULL,
priority VARCHAR(20) DEFAULT *medium’ CHECK (priority IN (low’, ’'medium’, *high’)),
status VARCHAR(20) DEFAULT ’pending’ CHECK (status IN ("pending’,’completed’, ’dismissed’)),
assigned_to INTEGER REFERENCES users(id),
created_by INTEGER REFERENCES users(id),
completed_at TIMESTAMP,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP
);
COMMENT ON TABLE reminders IS’ {2 %’;
COMMENT ON COLUMN reminders.related_type IS’ XEXZEAY: project-Ti H, customer-%F, phase-
FrEL;
- RAE KB RE
CREATE TABLE system_settings (
id SERIAL PRIMARY KEY,
setting_key VARCHAR(100) UNIQUE NOT NULL,
setting_value JSONB,
setting_type VARCHAR(50) DEFAULT ’string’,
description TEXT,
category VARCHAR(50),
is_public BOOLEAN DEFAULT false,
updated_by INTEGER REFERENCES users(id),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP
);
COMMENT ON TABLE system_settings IS’ RFILER’;
CREATE TABLE notification_templates (
id SERIAL PRIMARY KEY,
name VARCHAR(100) NOT NULL,
type VARCHAR(50) NOT NULL,
subject_template TEXT,
content_template TEXT,
variables JSONB,
status VARCHAR(20) DEFAULT ’active’ CHECK (status IN (Cactive’, ’inactive’)),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE notification_templates IS > @A ’;
— R HEHEXR
CREATE TABLE operation_logs (
id SERIAL PRIMARY KEY,
user_id INTEGER REFERENCES users(id),
operation_type VARCHAR(50) NOT NULL,
resource_type VARCHAR(50),
resource_id INTEGER,
description TEXT,
old_data JSONB,
new_data JSONB,
ip_address INET,
user_agent TEXT,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP



);
COMMENT ON TABLE operation_logs IS’ #/EH &
CREATE TABLE login_logs (
id SERIAL PRIMARY KEY,
user_id INTEGER REFERENCES users(id),
login_type VARCHAR(20) DEFAULT ’password’ CHECK (login_type IN (password’, ’sso’, ’to-
ken’)),
ip_address INET,
user_agent TEXT,
success BOOLEAN DEFAULT true,
failure_reason TEXT,
created_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP
);
COMMENT ON TABLE login_logs IS’ &5k HEF;
CREATE TABLE data_access_logs (
id SERIAL PRIMARY KEY,
user_id INTEGER REFERENCES users(id),
data_type VARCHAR(50) NOT NULL,
data_id INTEGER NOT NULL,
operation VARCHAR(20) NOT NULL CHECK (operation IN (Ccreate’, ’read’, 'update’, ’delete’, ’ex-
port’)),
ip_address INET,
user_agent TEXT,
accessed_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
COMMENT ON TABLE data_access_logs IS * ¥4 i/j 7 H &3%’;
- fE#ERg|
CREATE INDEX idx_users_username ON users(username);
CREATE INDEX idx_users_email ON users(email);
CREATE INDEX idx_users_department_id ON users(department_id);
CREATE INDEX idx_users_role_id ON users(role_id);
CREATE INDEX idx_customers_customer_code ON customers(customer_code);
CREATE INDEX idx_customers_name ON customers(name);
CREATE INDEX idx_customers_type ON customers(type);
CREATE INDEX idx_customers_risk_level ON customers(risk_level);
CREATE INDEX idx_customers_value_level ON customers(value_level);
CREATE INDEX idx_customers_assigned_to ON customers(assigned_to);
CREATE INDEX idx_customers_data_level ON customers(data_level);
CREATE INDEXidx_customer_tag_relations_customer_id ON customer_tag_relations(customer_id);
CREATE INDEX idx_customer_tag_relations_tag_id ON customer_tag_relations(tag_id);
CREATE INDEX idx_customer_histories_customer_id ON customer_histories(customer_id);
CREATE INDEX idx_customer_histories_type ON customer_histories(type);
CREATE INDEX idx_customer_histories_created_at ON customer_histories(created_at);
CREATE INDEX idx_customer_analyses_customer_id ON customer_analyses(customer_id);
CREATE INDEX idx_customer_analyses_model_id ON customer_analyses(model_id);
CREATE INDEX idx_customer_analyses_analysis_type ON customer_analyses(analysis_type);
CREATE INDEX idx_projects_project_code ON projects(project_code);
CREATE INDEX idx_projects_customer_id ON projects(customer_id);
CREATE INDEX idx_projects_status ON projects(status);
CREATE INDEX idx_projects_manager_id ON projects(manager_id);
CREATE INDEX idx_project_phases_project_id ON project_phases(project_id);
CREATE INDEX idx_project_phases_status ON project_phases(status);
CREATE INDEX idx_service_records_customer_id ON service_records(customer_id);
CREATE INDEX idx_service_records_project_id ON service_records(project_id);
CREATE INDEX idx_reminders_assigned_to ON reminders(assigned_to);



CREATE INDEX idx_reminders_due_date ON reminders(due_date);
CREATE INDEX idx_reminders_status ON reminders(status);
CREATE INDEX idx_operation_logs_user_id ON operation_logs(user_id);
CREATE INDEX idx_operation_logs_operation_type ON operation_logs(operation_type);
CREATE INDEX idx_operation_logs_created_at ON operation_logs(created_at);
CREATE INDEX idx_login_logs_user_id ON login_logs(user_id);
CREATE INDEX idx_login_logs_created_at ON login_logs(created_at);
CREATE INDEX idx_data_access_logs_user_id ON data_access_logs(user_id);
CREATE INDEX idx_data_access_logs_data_type ON data_access_logs(data_type);
CREATE INDEX idx_data_access_logs_accessed_at ON data_access_logs(accessed_at);
— UNINAMR L) R
ALTER TABLE users ADD CONSTRAINT fk_users_department_id
FOREIGN KEY (department_id) REFERENCES departments(id);
ALTER TABLE users ADD CONSTRAINT fk_users_role_id
FOREIGN KEY (role_id) REFERENCES roles(id);
ALTER TABLE customers ADD CONSTRAINT fk_customers_created_by
FOREIGN KEY (created_by) REFERENCES users(id);
ALTER TABLE customers ADD CONSTRAINT fk_customers_assigned_to
FOREIGN KEY (assigned_to) REFERENCES users(id);
- AT AR
CREATE TABLE IF NOT EXISTS schema_migrations (
version VARCHAR(255) PRIMARY KEY,
applied_at TIMESTAMP DEFAULT CURRENT _TIMESTAMP
);
— TEREIIA . wIta e AR RS
DO $$
BEGIN
- KA G AP TIEwItaE
IF NOT EXISTS (SELECT 1 FROM schema_migrations WHERE version =’20240101000000_init’) THEN
— FiE BRIBAEAE all_tables.sql H7E X
- XBE IR RA
INSERT INTO schema_migrations (version) VALUES (°’20240101000000_init’);
END IF;
END $$;
— JEREIIA . I INEHE A PR A% il = B
DO $$
BEGIN
IF NOT EXISTS (SELECT 1 FROM schema_migrations WHERE version =’20240101000001_add_data_permissic
— KB IR SRR B
IF NOT EXISTS (SELECT 1 FROM information_schema.columns
WHERE table_name =’roles’ AND column_name =’data_scope’) THEN
ALTER TABLE roles ADD COLUMN data_scope VARCHAR(20) DEFAULT ’all’
CHECK (data_scope IN (’all’, ’department’, ’self”));
END IF;
INSERT INTO schema_migrations (version) VALUES (20240101000001_add_data_permissions’);
END IF;

END $$;

~ IERBHA . AR AT S
DO $$

BEGIN

IF NOT EXISTS (SELECT 1 FROM schema_migrations WHERE version =’20240101000002_add_analysis_parar
- BRI TR S E B
IF NOT EXISTS (SELECT 1 FROM information_schema.columns
WHERE table_name =’analysis_models’ AND column_name = ’parameters’) THEN
ALTER TABLE analysis_models ADD COLUMN parameters JSONB;
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END IF;
INSERT INTO schema_migrations (version) VALUES (°20240101000002_add_analysis_parameters’);
END IF;
END $$;
- G B IS T) ) flok &2 2 BRI
CREATE OR REPLACE FUNCTION update_updated_at_column()
RETURNS TRIGGER AS $$
BEGIN
NEW.updated_at = CURRENT_TIMESTAMP;
RETURN NEW;
END;
$$ language *plpgsql’;
— ML A BN A R O R A
DO $$
DECLARE
table_name text;
BEGIN
FOR table_name IN
SELECT tablename FROM pg_tables
WHERE schemaname = ’public’
AND tablename IN (users’, ’roles’, ’departments’, ’customers’, ‘customer_tags’,
’analysis_models’, "analysis_reports’, ’projects’, ’project_phases’,
reminders’, ’system_settings’, ‘notification_templates’)
LOOP
EXECUTE format(
DROP TRIGGER IF EXISTS update_%s_updated_at ON %s;
CREATE TRIGGER update_%s_updated_at
BEFORE UPDATE ON %s
FOR EACH ROW
EXECUTE FUNCTION update_updated_at_column();
>, table_name, table_name, table_name, table_name);
END LOOP;
END $$;
- Wltal A e
INSERT INTO roles (name, description, permissions, data_scope) VALUES
CBEEMRT, RARESPIREML, {7all”: true}’, all’),
C R, B TE AR, {"customer”: ["read”, "write”, ”delete”], ”project”: [*read”, write”], "anal-
ysis”: [’read”, "write”]}’, ’department’),
C EERAND,” 2 P RS FIEANER, *{”customer”: [’read”, write”], ”project”: [’read”, write”], "anal-
ysis”: ["read”]}’, ’self’),
C AR BTN, > BHE TR, *{”customer”: [“read”], “analysis”: [’read”, write”]}’, *depart-
ment’)
ON CONFLICT (name) DO NOTHING;
- FIGEALERT 18R
INSERT INTO departments (name, code, parent_id, description) VALUES
C SR, "HQ’, NULL,’ A FLEFR),
C BEEIWER, INVESTMENT, 1, % &NLESE]),
C BABIIHTER, ANALYTICS’, 1, * BUB AT AR &5 D),
C B FIRSER, 'SERVICE’, 1, & P RS FI 5 R 4EHEE1T7)
ON CONFLICT (code) DO NOTHING,;
- WItG e R P &R
INSERT INTO users (username, email, password_hash, display_name, phone, department_id, role_id, sta-
tus) VALUES
(Cadmin’,’admin@quantcrm.com’,’$2b$10$ExampleHashForDemoOnly’,” 24t & 571°,°13800138000’, 1, 1, ’ac-
tive’),
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(zhangwei’,’zhangwei@quantcrm.com’,’$2b$10$ExampleHashForDemoOnly’,” 5k {$,°13800138001’, 2, 2, ’ac-
tive’),

Clime?’, limei@quantcrm.com’,’$2b$10$ExampleHashForDemoOnly’,” Z545,°13800138002’, 3, 4,’ac-
tive’),

(wanggang’,’'wanggang@quantcrm.com’,’$2b$10$ExampleHashForDemoOnly’,” £NII’,’4’, 3, ’ac-
tive’)

ON CONFLICT (username) DO NOTHING;

— BEHTER 1AM E R

UPDATE departments SET manager_id = 2 WHERE id = 2;

UPDATE departments SET manager_id = 3 WHERE id = 3;

UPDATE departments SET manager_id =4 WHERE id = 4;

-~ WIEEIE P FR%E

INSERT INTO customer_tags (name, color, description, category) VALUES

C =FEZ P, #FF6B6B’, B~ MBI 1000 /77, MMEEL),

C MBS fmEF Ay, *#4ECDCA,” il = XU il s #5685, KB Im4F),

C @AY #45B7DY, (R XA E W aR, > MBS EF),

C A, *#96CEB4, AR Y, 2 2D,

C WHE VIP, "#FFEAAT,* HifIHCH VIP 277, RIEHT)

ON CONFLICT (name) DO NOTHING;

— WIER A P

INSERT INTO customers (customer_code, name, type, contact_person, phone, email, company, in-
dustry, risk_level, value_level, total_assets, investment_preferences, assigned_to, data_level) VAL-

UES

(CUSTO0071’, > 5k =, ’individual’, > 5k =, °139001390071’, ’zhangsan@example.com’, NULL, ’ %

A, medium’, "high’, 5000000.00, ’{”preferred_products”: [” 527, ” 24”1, ’risk_tolerance”: >medium”, ”in-
vestment_horizon”: ”long_term”}’, 2, ’confidential’),

(CUST002’,” Z=PUF}H7’, *enterprise’,’ 2209, °13900139002’, ’lisi@tech.com’,” ZEPYRIHRR AR,
B2, low’, *vip’, 20000000.00, {”preferred_products”: [” f5%7”, ” B 7= i1, “risk_tolerance”: "low”, ”in-
vestment_horizon”: “medium_term”}’, 2, ’secret’),

(CUST003’, > £ 7, ’individual’,” £ 7, 13900139003, "'wangwu@example.com’, NULL, * illi&

Ak, ’high’, ’'medium’, 2000000.00, ’{*preferred_products”: [” #1£5”,” /M1, “risk_tolerance”: ”high”, ”in-
vestment_horizon”: ”short_term”}’, 4, ’internal’),

(CUST004’,” X/~ 4% %, enterprise’, ’ #X75’, 13900139004, ’zhaoliu@invest.com’,” #X /<& % AR
AP, %, medium’, "high’, 15000000.00, {”preferred_products”: [” fA%”, ” BAX”], *risk_tolerance”: "medium”,’
vestment_horizon”: ”long_term”}’, 2, ’confidential’)

ON CONFLICT (customer_code) DO NOTHING;

— FIEIEE PR QK

INSERT INTO customer_tag_relations (customer_id, tag_id, created_by) VALUES

1,1,1),(1,2,1),

2,1,1),(2,3,1),(2,4,1),

(3,2, 1),

4,1,1),(4,4,1),(4,5,1)

ON CONFLICT (customer_id, tag_id) DO NOTHING;

- WIta e Hr Y

INSERT INTO analysis_models (name, type, description, parameters, version, status) VALUES

CEPUMEITFEEEY value, B TR P 3B R ST AN NG E AL, {"weight_assets”: 0.4, "weight_trans
tive’),

C KBS THAEAEY, risk’, * 2248 XU PEAEAL, {"factors”: ["market_risk”, “credit_risk”, "liquid-
ity_risk”], ”threshold”: 0.7}, ’1.0’, ’active’),

C FRIMEEAY "demand’,” 2T 7 SRR 2 P 75 K I, *{"time_window”: 12, >confidence_level”: 0.95},°1.0’,
tive’)

ON CONFLICT (name) DO NOTHING;

— FIER Hr 4

INSERT INTO customer_analyses (customer_id, model_id, analysis_type, score, confidence, in-
sights, recommendations) VALUES
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. (1, 1,’value’, 85.50, 0.92,” FF ¥ RRAEM K, RAKRFE, [7 HELS W, TR~ i E A
=),

(1, 2,’risk’, 65.30, 0.88,” & XK RiF, REARRZ —E MG, [7 BUEEHIFTAT LS, » 72 HERET),

(2, 1, ’value’, 92.10, 0.95,* L& F7, L{?%W‘ik FEM S, [ ERIME TR TR, F R iR vEm
[T B

(2, 2, ’risk’, 35.20, 0.90, " {RXFeaF, HEFEEZL, [ HFR@EE™ 5, ” (RAEIT)

ON CONFLICT DO NOTHING;

- WIEE I E I E

INSERT INTO projects (project_code, customer_id, name, description, type, status, priority, start_date, end_dat
ager_id, progress) VALUES

(CPROJOOY’, 1,’ 5k =¥ F~EEB AL, F T 72k %~ EHlC &, "asset_allocation’,’in_progress’, "high’,’2024-
01-15’,°2024-03-15’, 2, 60),

(CPROJ002’, 2, > ZE YR L FR P, > 1k R & %% & 3B 75 2 %11, “corporate_finance’, *plan-
ning’, 'medium’, ’2024-02-01’,°2024-04-01’, 2, 20),

(CPROJ003’, 4, X N IFAMNC &, AN =L E A XS S, international’, "in_progress’, *high’,°2024-
01-20’,°2024-05-20’, 2, 40)

ON CONFLICT (project_code) DO NOTHING;

- P I E B B

INSERT INTO project_phases (project_id, name, description, phase_order; status, start_date, end_date, as-
signed_to, progress) VALUES

1, FTRHT, RN T B TR XS W, 1, 'completed’, °2024-01-15°, °2024-01-25’, 2, 100),

(1, FFREI, filE ME T ELE /S, 2, °in_progress’, 2024-01-267, °2024-02-15’, 2, 80),

(1, R, PUTHE AL EIAEL, 3, pending’, °2024-02-16°, °2024-03-01°, 2, 0),

(1, R, R A A Z A, 4, *pending’, °2024-03-02°, °2024-03-15, 2, 0)

ON CONFLICT DO NOTHING;

- IR ARSS 1] 5%

INSERT INTO service_records (customer_id, project_id, service_type, content, duration_minutes, ser-
vice_date, next_followup_date, satisfaction_score) VALUES

(1, 1, 'meeting’, * 11 24§ i 47 7B 2 /01 85 7~ I B A 2 7% 5K, 60, °2024-01-15 14:00:00°, °2024-02-
01’, 5),

(1, 1, call’,” FIAGE = HeE 77 4017, 30,°2024-01-28 10:30:007, °2024-02-15’, 4),

(2, NULL, ’consultation’, > {75 K@) 1658, 45, °2024-01-20 15:00:00%, °2024-02-05’, 5)

ON CONFLICT DO NOTHING;

- VIR G E

INSERT INTO system_settings (setting_key, setting_value, setting_type, description, category, is_public) VAL-
UES

Cplatform.name’, ”” &L H CRM™, ’string’, *FE4FK, ’general’, true),

(platform.logo’, *’/assets/logo.png™, ’string’,’ *F-& Logo’, ’general’, true),

(analysis.risk_threshold’, ’0.7’, 'number’, * X[ Iﬂﬁ’ ’analysis’, false),

(notification.email_enabled’, ’true’, ’boolear’, > HiAE 32, *notification’, false),

(’security.password_expiry_days’, ’90’, number’, > A% (K, *security’, false)

ON CONFLICT (setting_key) DO NOTHING;

- PIa RN

INSERT INTO reminders (title, description, type, related_type, related_id, due_date, priority, as-
signed_to) VALUES

C ok = FERIEUE, ek =% ECE A i1, *deadline’, *project’, 1,°2024-02-15 18:00:00’, high’, 2),

C ZEPUHIRIETEER AP, BRI 2R DY R I A 5Kk, *followup’, ’customer’, 2,°2024-02-05 09:00:00°, ’medium’, 2),

C RN AT, R IEANTT 7 0 Al s, task’, "project’, 3,°2024-02-10 17:00:00’, 'mediumn’, 2)

ON CONFLICT DO NOTHING;package com.quantcrm.system.model;

import javax.persistence.*;

import java.time.LocalDateTime;

import java.util.Set;

@Entity

@Table(name = ”system_user”)

public class User {
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@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
@Column(unique = true, nullable = false)
private String username;
@Column(nullable = false)
private String password,;
@Column(nullable = false)
private String realName;
@Column(unique = true)
private String email;
@Column(unique = true)
private String phone;
@ManyToOne
@]JoinColumn(name = ”"department_id”)
private Department department;
@ManyToMany(fetch = FetchType.EAGER)
@]JoinTable(
name = ’user_roles”,
joinColumns = @JoinColumn(name = ”user_id”),
inverseJoinColumns = @JoinColumn(name = *role_id”)
)
private Set<Role> roles;
@Column(nullable = false)
private Boolean enabled = true;
@Column(nullable = false)
private LocalDateTime createTime;
private LocalDateTime lastLoginTime;
@Column(nullable = false)
private String createBy;
private String updateBy;
private LocalDateTime updateTime;
/| Getters and Setters
public Long getId() { return id; }
public void setld(Long id) { this.id = id; }
public String getUsername() { return username; }
public void setUsername(String username) { this.username = username; }
public String getPassword() { return password; }
public void setPassword(String password) { this.password = password; }
public String getRealName() { return realName; }
public void setRealName(String realName) { this.realName = realName; }
public String getEmail() { return email; }
public void setEmail(String email) { this.email = email; }
public String getPhone() { return phone; }
public void setPhone(String phone) { this.phone = phone; }
public Department getDepartment() { return department; }
public void setDepartment(Department department) { this.department = department; }
public Set<Role> getRoles() { return roles; }
public void setRoles(Set<Role> roles) { this.roles = roles; }
public Boolean getEnabled() { return enabled; }
public void setEnabled(Boolean enabled) { this.enabled = enabled; }
public LocalDateTime getCreateTime() { return createTime; }
public void setCreateTime(LocalDateTime createTime) { this.createTime = createTime; }
public LocalDateTime getLastLoginTime() { return lastLoginTime; }
public void setLastLoginTime(LocalDateTime lastLoginTime) { this.lastLoginTime = last-
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LoginTime; }
public String getCreateBy() { return createBy; }
public void setCreateBy(String createBy) { this.createBy = createBy; }
public String getUpdateBy() { return updateBy; }
public void setUpdateBy(String updateBy) { this.updateBy = updateBy; }
public LocalDateTime getUpdateTime() { return updateTime; }
public void setUpdateTime(LocalDateTime updateTime) { this.updateTime = updateTime; }
}
package com.quantcrm.system.auth.model;
import jakartavalidation.constraints.NotBlank;
public class LoginRequest {
@NotBlank
private String username;
@NotBlank
private String password;
public LoginRequest() {}
public LoginRequest(String username, String password) {
this.username = username;
this.password = password;
}
public String getUsername() { return username; }
public void setUsername(String username) { this.username = username; }
public String getPassword() { return password; }
public void setPassword(String password) { this.password = password; }
}
package com.quantcrm.system.auth.model;
import jakarta.validation.constraints.Email;
import jakarta.validation.constraints.NotBlank;
import jakarta.validation.constraints.Size;
public class RegisterRequest {
@NotBlank
@Size(min = 3, max = 50)
private String username;
@NotBlank
@Size(max = 100)
@Email
private String email;
@NotBlank
@Size(min = 6, max = 100)
private String password;
@Size(max = 20)
private String phone;
public RegisterRequest() {}
public RegisterRequest(String username, String email, String password) {
this.username = username;
this.email = email;
this.password = password;
}
public String getUsername() { return username; }
public void setUsername(String username) { this.username = username; }
public String getEmail() { return email; }
public void setEmail(String email) { this.email = email; }
public String getPassword() { return password; }
public void setPassword(String password) { this.password = password; }
public String getPhone() { return phone; }
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public void setPhone(String phone) { this.phone = phone; }
}
package com.quantcrm.system.auth.model;
import jakarta.validation.constraints.Email;
import jakartawvalidation.constraints.NotBlank;
public class ForgotPasswordRequest {
@NotBlank
@Email
private String email;
public ForgotPasswordRequest() {}
public ForgotPasswordRequest(String email) {
this.email = email;
}
public String getEmail() { return email; }
public void setEmail(String email) { this.email = email; }
}
package com.quantcrm.system.auth.model;
import jakarta.validation.constraints.NotBlank;
import jakarta.validation.constraints.Size;
public class ResetPasswordRequest {
@NotBlank
private String token;
@NotBlank
@Size(min = 6, max = 100)
private String newPassword;
public ResetPasswordRequest() {}
public ResetPasswordRequest(String token, String newPassword) {
this.token = token;
this.newPassword = newPassword;
}
public String getToken() { return token; }
public void setToken(String token) { this.token = token; }
public String getNewPassword() { return newPassword; }
public void setNewPassword(String newPassword) { this.newPassword = newPassword; }
}
package com.quantcrm.system.auth.model;
public class AuthResponse {
private String token;
private String type = ”Bearer”;
private Long id;
private String username;
private String email;
public AuthResponse(String token, Long id, String username, String email) {
this.token = token;
this.id = id;
this.username = username;
this.email = email;
}
public String getToken() { return token; }
public void setToken(String token) { this.token = token; }
public String getType() { return type; }
public void setType(String type) { this.type = type; }
public Long getld() { return id; }
public void setld(Long id) { this.id = id; }
public String getUsername() { return username; }
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public void setUsername(String username) { this.username = username; }
public String getEmail() { return email; }
public void setEmail(String email) { this.email = email; }

}
package com.quantcrm.system.auth.model;
public class ApiResponse {

private boolean success;
private String message;
private Object data;
public ApiResponse(boolean success, String message) {

this.success = success;
this.message = message;

}
public ApiResponse(boolean success, String message, Object data) {

this.success = success;
this.message = message;
this.data = data;

}
public boolean isSuccess() { return success; }
public void setSuccess(boolean success) { this.success = success; }
public String getMessage() { return message; }
public void setMessage(String message) { this.message = message; }
public Object getData() { return data; }
public void setData(Object data) { this.data = data; }

}
package com.quantcrm.system.repository;
import com.quantcrm.system.model.User;
import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.query.Param;
import org.springframework.stereotype.Repository;
import java.util.List;
import java.util.Optional;
@Repository
public interface UserRepository extends JpaRepository<User, Long> {
Optional<User> findByUsername(String username);
Boolean existsByUsername(String username);
Boolean existsByEmail(String email);
Boolean existsByPhone(String phone);

@Query("SELECT u FROM User u WHERE u.department.id = :departmentId AND u.enabled = true”)
List<User> findByDepartmentld(@Param(”’departmentld”) Long departmentld);
@Query(”SELECT u FROM User u WHERE u.enabled = :enabled”)
List<User> findByEnabled(@Param(”’enabled”) Boolean enabled);
@Query(”SELECT u FROM User u JOIN u.roles r WHERE r.id = :roleld”)
List<User> findByRoleld(@Param(”roleld”) Long roleld);

}

package com.quantcrm.system.auth.service;

import com.quantcrm.system.auth.model.*;

import org.springframework.security.core.Authentication;

public interface AuthService {
AuthResponse authenticateUser(LoginRequest loginRequest);
ApiResponse registerUser(RegisterRequest registerRequest);
ApiResponse forgotPassword(ForgotPasswordRequest forgotPasswordRequest);
ApiResponse resetPassword(ResetPasswordRequest resetPasswordRequest);
User getCurrentUser(Authentication authentication);
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}
package com.quantcrm.system.auth.service;
import com.quantcrm.system.auth.model.*;
import com.quantcrm.system.auth.repository.UserRepository;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.authentication.AuthenticationManager;
import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.core.Authentication;
import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.stereotype.Service;
import java.time.LocalDateTime;
import java.util.Optional;
import java.util.UUID;
@Service
public class AuthServiceImpl implements AuthService {
@Autowired
private AuthenticationManager authenticationManager;
@Autowired
private UserRepository userRepository;
@Autowired
private PasswordEncoder passwordEncoder;
@Autowired
private JwtTokenProvider tokenProvider;
@Override
public AuthResponse authenticateUser(LoginRequest loginRequest) {
Authentication authentication = authenticationManager.authenticate(
new UsernamePasswordAuthenticationToken(
loginRequest.getUsername(),
loginRequest.getPassword()
)
);
SecurityContextHolder.getContext().setAuthentication(authentication);
String jwt = tokenProvider.generateToken(authentication);
User user = (User) authentication.getPrincipal();
user.setLastLogin(LocalDateTime.now());
userRepository.save(user);
return new AuthResponse(jwt, user.getld(), user.getUsername(), user.getEmail());
}
@Override
public ApiResponse registerUser(RegisterRequest registerRequest) {
if (userRepository.existsByUsername(registerRequest.getUsername())) {
return new ApiResponse(false, ” Fi ' & E7AE);
}
if (userRepository.existsByEmail(registerRequest.getEmail())) {
return new ApiResponse(false, ” HF EHEM);
}
User user = new User(
registerRequest.getUsername(),
registerRequest.getEmail(),
passwordEncoder.encode(registerRequest.getPassword())
);
user.setPhone(registerRequest.getPhone());
user.setVerificationCode(UUID.randomUUID().toString());
userRepository.save(user);



BB HEF RREHAS V1.0 16

return new ApiResponse(true, ” FiFEM YD, 1ESHEH R HZ);
}
@Override
public ApiResponse forgotPassword(ForgotPasswordRequest forgotPasswordRequest) {
Optional<User> userOptional = userRepository.findByEmail(forgotPasswordRequest.getEmail());
if (userOptional.isEmpty()) {
return new ApiResponse(false, ” ZHRFE A TEM”);
}
User user = userOptional.get();
String resetToken = UUID.randomUUID().toString();
user.setResetToken(resetToken);
user.setResetTokenExpiry(LocalDateTime.now().plusHours(24));
userRepository.save(user);
return new ApiResponse(true, ” % E B E & %7, resetToken);
}
@Override
public ApiResponse resetPassword(ResetPasswordRequest resetPasswordRequest) {
Optional<User> userOptional = userRepository.findByResetToken(resetPasswordRequest.getToken());
if (userOptional.isEmpty()) {
return new ApiResponse(false, ” FERU[1 & & 2 FH);
}
User user = userOptional.get();
if (user.getResetTokenExpiry().isBefore(LocalDateTime.now())) {
return new ApiResponse(false, ” & &< E L HA”);
}
user.setPassword(passwordEncoder.encode(resetPasswordRequest.getNewPassword()));
user.setResetToken(null);
user.setResetTokenExpiry(null);
userRepository.save(user);
return new ApiResponse(true, ” %4 5 &K ),
}
@Override
public User getCurrentUser(Authentication authentication) {
return (User) authentication.getPrincipal(;
}
}

package com.quantcrm.system.auth.service;
import io.jsonwebtoken.*;
import io.jsonwebtoken.security.Keys;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.security.core.Authentication;
import org.springframework.stereotype.Component;
import javax.crypto.SecretKey;
import java.util.Date;
@Component
public class JwtTokenProvider {
@Value(”${app.jwt.secret}”)
private String jwtSecret;
@Value(”${app.jwt.expiration}”)
private int jwtExpiration;
private SecretKey getSigningKey() {
return Keys.hmacShaKeyFor(jwtSecret.getBytes();
}
public String generateToken(Authentication authentication) {
UserPrincipal userPrincipal = (UserPrincipal) authentication.getPrincipal();



Date now = new Date();
Date expiryDate = new Date(now.getTime() + jwtExpiration);
return Jwts.builder()
.setSubject(userPrincipal.getUsername())
.setIssuedAt(now)
.setExpiration(expiryDate)
.signWith(getSigningKey(), SignatureAlgorithm.HS512)
.compact();
}
public String getUsernameFromToken(String token) {
Claims claims = Jwts.parserBuilder()
.setSigningKey(getSigningKey())
Jbuild()
.parseClaimsJws(token)
.getBody();
return claims.getSubject(;
}
public boolean validateToken(String token) {
try {
Jwts.parserBuilder()
.setSigningKey(getSigningKey())
Jbuild()
.parseClaimsJws(token);
return true;
} catch (JwtException | IllegalArgumentException e) {
return false;
}
}
}
package com.quantcrm.system.auth.service;
import com.quantcrm.system.auth.model.User;
import org.springframework.security.core.GrantedAuthority;
import org.springframework.security.core.authority.SimpleGrantedAuthority;
import org.springframework.security.core.userdetails.UserDetails;
import java.util.Collection;
import java.util.Collections;
public class UserPrincipal implements UserDetails {
private User user;
public UserPrincipal(User user) {
this.user = user;
}
@Override
public Collection<? extends GrantedAuthority> getAuthorities() {
return Collections.singletonList(new SimpleGrantedAuthority(’ROLE_USER”));
}
@Override
public String getPassword() {
return user.getPassword();
}
@Override
public String getUsername() {
return user.getUsername();
}
@Override
public boolean isAccountNonExpired() {

17
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return true;
}
@Override
public boolean isAccountNonLocked() {
return user.getIsActive();
}
@Override
public boolean isCredentialsNonExpired() {
return true;
}
@Override
public boolean isEnabled() {
return user.getIsActive();
}
public Long getld() {
return user.getld(;
}
public String getEmail() {
return user.getEmail();
}
}
package com.quantcrm.system.auth.service;
import com.quantcrm.system.auth.model.User;
import com.quantcrm.system.auth.repository.UserRepository;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.security.core.userdetails.UserDetailsService;
import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.stereotype.Service;
import org.springframework.transaction.annotation.Transactional;
@Service
public class CustomUserDetailsService implements UserDetailsService {
@Autowired
private UserRepository userRepository;
@Override
@Transactional
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundEx-
ception {
User user = userRepository.findByUsername(username)
.orElseThrow(() -> new UsernameNotFoundException(” H /7 AK$Z: ” + username));
return new UserPrincipal(user);
}
@Transactional
public UserDetails loadUserById(Long id) {
User user = userRepository.findByld(id)
.orElseThrow(() -> new UsernameNotFoundException(” F K%, ID:” +id));
return new UserPrincipal(user);
}
}
package com.quantcrm.system.auth.controller;
import com.quantcrm.system.auth.model.*;
import com.quantcrm.system.auth.service.AuthService;
import jakarta.validation.Valid;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.ResponseEntity;
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import org.springframework.security.core.Authentication;
import org.springframework.web.bind.annotation.*;
@RestController
@RequestMapping(”/api/auth”)
public class AuthController {
@Autowired
private AuthService authService;
@PostMapping(”/login”)
public ResponseEntity<?> authenticateUser(@Valid @RequestBody LoginRequest loginRe-
quest) {
AuthResponse authResponse = authService.authenticateUser(loginRequest);
return ResponseEntity.ok(new ApiResponse(true, ” ¥5%%)”, authResponse));
}
@PostMapping(”/register”)
public ResponseEntity<?> registerUser(@Valid @RequestBody RegisterRequest registerRe-
quest) {
ApiResponse response = authService.registerUser(registerRequest);
return ResponseEntity.ok(response);
}
@PostMapping(”/forgot-password”)
public ResponseEntity<?> forgotPassword(@Valid @RequestBody ForgotPasswordRequest for-
gotPasswordRequest) {
ApiResponse response = authService.forgotPassword(forgotPasswordRequest);
return ResponseEntity.ok(response);
}
@PostMapping(”/reset-password”)
public ResponseEntity<?> resetPassword(@Valid @RequestBody ResetPasswordRequest re-
setPasswordRequest) {
ApiResponse response = authService.resetPassword(resetPasswordRequest);
return ResponseEntity.ok(response);
}
@GetMapping(’/me”)
public ResponseEntity<?> getCurrentUser(Authentication authentication) {
User user = authService.getCurrentUser(authentication);
return ResponseEntity.ok(new ApiResponse(true, ” FEUH 115 ER)”, user));
}
}
package com.quantcrm.system.auth.util;
import com.quantcrm.system.auth.service.CustomUserDetailsService;
import com.quantcrm.system.auth.service.JwtTokenProvider;
import jakarta.servlet.FilterChain;
import jakarta.servlet.ServletException;
import jakarta.servlet.http.HttpServletRequest;
import jakarta.servlet.http.HttpServletResponse;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.security.web.authentication.WebAuthenticationDetailsSource;
import org.springframework.util.StringUtils;
import org.springframework.web.filter.OncePerRequestFilter;
import java.io.IOException;
public class JwtAuthenticationFilter extends OncePerRequestFilter {
@Autowired
private JwtTokenProvider tokenProvider;
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@Autowired
private CustomUserDetailsService customUserDetailsService;
@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse response,
FilterChain filterChain) throws ServletException, IOException {
try {
String jwt = getfjwtFromRequest(request);
if (StringUtils.hasText(jwt) && tokenProvidervalidateToken(jwt)) {
String username = tokenProvider.getUsernameFromToken(jwt);
UserDetails userDetails = customUserDetailsService.loadUserByUsername(username);
UsernamePasswordAuthenticationToken authentication =
new UsernamePasswordAuthenticationToken(userDetails, null, userDetails.getAuthorities());
authentication.setDetails(new WebAuthenticationDetailsSource().buildDetails(request));
SecurityContextHolder.getContext().setAuthentication(authentication);
}
} catch (Exception ex) {
logger.error(” Joi%i B FINIE”, ex);
}
filterChain.doFilter(request, response);
}
private String getJwtFromRequest(HttpServletRequest request) {
String bearerToken = request.getHeader(”Authorization”);
if (StringUtils.hasText(bearerToken) && bearerToken.startsWith(*Bearer ”)) {
return bearerToken.substring(7);
}
return null;
}
}
package com.quantcrm.system.auth.config;
import com.quantcrm.system.auth.service.CustomUserDetailsService;
import com.quantcrm.system.auth.util. JwtAuthenticationFilter;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.Configuration;
import org.springframework.security.authentication.AuthenticationManager;
import org.springframework.security.authentication.dao.DaoAuthenticationProvider;
import org.springframework.security.config.annotation.authentication.configuration.AuthenticationConfigu
import org.springframework.security.config.annotation.method.configuration.EnableMethodSecurity;
import org.springframework.security.config.annotation.web.builders.HttpSecurity;
import org.springframework.security.config.annotation.web.configuration.EnableWebSecurity;
import org.springframework.security.config.http.SessionCreationPolicy;
import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.securityweb.SecurityFilterChain;
import org.springframework.securityweb.authentication.UsernamePasswordAuthenticationFilter;
@Configuration
@EnableWebSecurity
@EnableMethodSecurity(prePostEnabled = true)
public class SecurityConfig {
@Autowired
private CustomUserDetailsService customUserDetailsService;
@Bean
public JwtAuthenticationFilter jwtAuthenticationFilter() {
return new JwtAuthenticationFilter();

}
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@Bean
public DaoAuthenticationProvider authenticationProvider() {
DaoAuthenticationProvider authProvider = new DaoAuthenticationProvider();
authProvider.setUserDetailsService(customUserDetailsService);
authProvider.setPasswordEncoder(passwordEncoder());
return authProvider;
}
@Bean
public AuthenticationManager authenticationManager(AuthenticationConfiguration auth-
Config) throws Exception {
return authConfig.getAuthenticationManager();
}
@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();
}
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
http.cors().and().csrf().disable()
.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS).and()
.authorizeHttpRequests(authz -> authz
.-requestMatchers(”/api/auth/**”).permitAll()
.anyRequest().authenticated()
);
http.authenticationProvider(authenticationProvider());
http.addFilterBefore(jwtAuthenticationFilter(), UsernamePasswordAuthenticationFil-
ter.class);
return http.build();
}
}package com.quantcrm.system.dashboard;
import java.time.LocalDateTime;
import java.util.List;
public class DashboardData {
private Integer totalCustomers;
private Integer activeProjects;
private Integer pendingReminders;
private Double averageCustomerValue;
private List<KeyMetric> keyMetrics;
private List<RecentActivity> recentActivities;
private List<PendingTask> pendingTasks;
public DashboardData() {}
public DashboardData(Integer totalCustomers, Integer activeProjects, Integer pendingRe-
minders,
Double averageCustomerValue, List<KeyMetric> keyMetrics,
List<RecentActivity> recentActivities, List<PendingTask> pendingTasks) {
this.totalCustomers = totalCustomers;
this.activeProjects = activeProjects;
this.pendingReminders = pendingReminders;
this.averageCustomerValue = averageCustomerValue;
this.keyMetrics = keyMetrics;
this.recentActivities = recentActivities;
this.pendingTasks = pendingTasks;
}
public static class KeyMetric {
private String name;
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private String value;
private String trend;
public KeyMetric() {}
public KeyMetric(String name, String value, String trend) {
this.name = name;
this.value = value;
this.trend = trend;
}
public String getName() { return name; }
public void setName(String name) { this.name = name; }
public String getValue() { return value; }
public void setValue(String value) { this.value = value; }
public String getTrend() { return trend; }
public void setTrend(String trend) { this.trend = trend; }
}
public static class RecentActivity {
private String type;
private String description;
private LocalDateTime timestamp;
private String customerName;
public RecentActivity() {}
public RecentActivity(String type, String description, LocalDateTime timestamp, String cus-
tomerName) {
this.type = type;
this.description = description;
this.timestamp = timestamp;
this.customerName = customerName;
}
public String getType() { return type; }
public void setType(String type) { this.type = type; }
public String getDescription() { return description; }
public void setDescription(String description) { this.description = description; }
public LocalDateTime getTimestamp() { return timestamp; }
public void setTimestamp(LocalDateTime timestamp) { this.timestamp = timestamp; }
public String getCustomerName() { return customerName; }
public void setCustomerName(String customerName) { this.customerName = customer-
Name; }
}
public static class PendingTask {
private String title;
private String priority;
private LocalDateTime dueDate;
private String assignedTo;
public PendingTask() {}
public PendingTask(String title, String priority, LocalDateTime dueDate, String assignedTo) {
this.title = title;
this.priority = priority;
this.dueDate = dueDate;
this.assignedTo = assignedTo;
}
public String getTitle() { return title; }
public void setTitle(String title) { this.title = title; }
public String getPriority() { return priority; }
public void setPriority(String priority) { this.priority = priority; }
public LocalDateTime getDueDate() { return dueDate; }
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public void setDueDate(LocalDateTime dueDate) { this.dueDate = dueDate; }
public String getAssignedTo() { return assignedTo; }
public void setAssignedTo(String assignedTo) { this.assignedTo = assignedTo; }
}
public Integer getTotalCustomers() { return totalCustomers; }
public void setTotalCustomers(Integer totalCustomers) { this.totalCustomers = totalCus-
tomers; }
public Integer getActiveProjects() { return activeProjects; }
public void setActiveProjects(Integer activeProjects) { this.activeProjects = activeProjects; }
public Integer getPendingReminders() { return pendingReminders; }
public void setPendingReminders(Integer pendingReminders) { this.pendingReminders = pend-
ingReminders; }
public Double getAverageCustomerValue() { return averageCustomerValue; }
public void setAverageCustomerValue(Double averageCustomerValue) { this.averageCustomerValue = av-
erageCustomerValue; }
public List<KeyMetric> getKeyMetrics() { return keyMetrics; }
public void setKeyMetrics(List<KeyMetric> keyMetrics) { this.keyMetrics = keyMetrics; }
public List<RecentActivity> getRecentActivities() { return recentActivities; }
public void setRecentActivities(List<RecentActivity> recentActivities) { this.recentActivities = re-
centActivities; }
public List<PendingTask> getPendingTasks() { return pendingTasks; }
public void setPendingTasks(List<PendingTask> pendingTasks) { this.pendingTasks = pend-
ingTasks; }
}
package com.quantcrm.system.dashboard;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;
import java.time.LocalDateTime;
import java.util.Arrays;
import java.util.List;
@Service
public class DashboardService {
@Autowired
private CustomerDataService customerDataService;
@Autowired
private ProjectTrackingService projectTrackingService;
@Autowired
private ReminderService reminderService;
public DashboardData getDashboardData() {
Integer totalCustomers = customerDataService.getTotalCustomerCount();
Integer activeProjects = projectTrackingService.getActiveProjectCount();
Integer pendingReminders = reminderService.getPendingReminderCount();
Double averageCustomerValue = customerDataService.getAverageCustomerValue();
List<DashboardData.KeyMetric> keyMetrics = getKeyMetrics();
List<DashboardData.RecentActivity> recentActivities = getRecentActivities();
List<DashboardData.PendingTask> pendingTasks = getPendingTasks();
return new DashboardData(totalCustomers, activeProjects, pendingReminders,
averageCustomerValue, keyMetrics, recentActivities, pendingTasks);
}
private List<DashboardData.KeyMetric> getKeyMetrics() {
return Arrays.asList(
new DashboardData.KeyMetric(” EMERF”, 7287, ”+5%”),
new DashboardData.KeyMetric(” ¥%1t%”, ”42%”, ”+2.3%”),
new DashboardData.KeyMetric(” “EEJ0 BB [E]”, 22,1 /NP, 7-0.3 Z/NEE),
new DashboardData.KeyMetric(” & ilEE”, 794%”, ”+1.2%”)
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);
}
private List<DashboardData.RecentActivity> getRecentActivities() {
return Arrays.asList(
new DashboardData.RecentActivity(” ¥ if1”, ” #i& &R H R,
LocalDateTime.now().minusHours(2), ” 5kf),
new DashboardData.RecentActivity(” ERiE”, ” XU ITAH 52/,
LocalDateTime.now().minusHours(5), ” Z&75”),
new DashboardData.RecentActivity(” %27, ” # R H G EHEARSGHL)”,
LocalDateTime.now().minusDays(1), > ERI”),
new DashboardData.RecentActivity(” 7477, > &P B HTR & Ak,
LocalDateTime.now().minusDays(1), ” ")
);
}
private List<DashboardData.PendingTask> getPendingTasks() {
return Arrays.asList(
new DashboardData.PendingTask(” & XGRS, 7 &7,
LocalDateTime.now().plusDays(1), ” 5Kijn]>),
new DashboardData.PendingTask(” ¥ 4H & B, » H”,
LocalDateTime.now().plusDays(2), ” 2253 #7ii”),
new DashboardData.PendingTask(” H E &k &>, ” #”,
LocalDateTime.now().plusDays(3), ” F=4&H”),
new DashboardData.PendingTask(” &/ [Ali/ZHE”, ” K7,
LocalDateTime.now().plusDays(5), ” #X % Ak”)
);
}
}
package com.quantcrm.system.dashboard;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.web.bind.annotation.*;
import org.springframework.http.ResponseEntity;
@RestController
@RequestMapping(”/api/dashboard”)
public class DashboardController {
@Autowired
private DashboardService dashboardService;
@GetMapping
public ResponseEntity<DashboardData> getDashboardData() {
try {
DashboardData dashboardData = dashboardService.getDashboardData();
return ResponseEntity.ok(dashboardData);
} catch (Exception e) {
return ResponseEntity.internalServerError().build();
}
}
}

package com.quantcrm.system.dashboard;
import org.springframework.stereotype.Service;
@Service
public class CustomerDataService {
public Integer getTotalCustomerCount() {
return 156;
}
public Double getAverageCustomerValue() {
return 285000.0;
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}
}
package com.quantcrm.system.dashboard;
import org.springframework.stereotype.Service;
@Service
public class ProjectTrackingService {
public Integer getActiveProjectCount() {
return 42;
}
}
package com.quantcrm.system.service;
import com.quantcrm.system.model.ReminderRule;
import com.quantcrm.system.repository.ReminderRuleRepository;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.data.domain.Page;
import org.springframework.data.domain.Pageable;
import org.springframework.stereotype.Service;
import org.springframework.transaction.annotation.Transactional;
import java.util.List;
import java.util.Optional;
@Service
public class ReminderService {
@Autowired
private ReminderRuleRepository reminderRuleRepository;
public Page<ReminderRule> getAllReminderRules(Pageable pageable) {
return reminderRuleRepository.findAll(pageable);
}
public List<ReminderRule> getActiveReminderRules() {
return reminderRuleRepository.findBylsActiveTrue();
}
public Optional<ReminderRule> getReminderRuleByld(Long id) {
return reminderRuleRepository.findById(id);
}
public List<ReminderRule> getReminderRulesByType(ReminderRule.ReminderType type) {
return reminderRuleRepository.findByType(type);
}
@Transactional
public ReminderRule createReminderRule(ReminderRule reminderRule) {
return reminderRuleRepository.save(reminderRule);
}
@Transactional
public ReminderRule updateReminderRule(Long id, ReminderRule reminderRuleDetails) {
ReminderRule reminderRule = reminderRuleRepository.findByld(id)
.orElseThrow(() -> new RuntimeException(’Reminder rule not found with id: * + id));
reminderRule.setName(reminderRuleDetails.getName());
reminderRule.setDescription(reminderRuleDetails.getDescription());
reminderRule.setType(reminderRuleDetails.getType());
reminderRule.setTriggerCondition(reminderRuleDetails.getTriggerCondition());
reminderRule.setReminderMessage(reminderRuleDetails.getReminderMessage());
reminderRule.setIsActive(reminderRuleDetails.getIsActive());
reminderRule.setRecipientType(reminderRuleDetails.getRecipientType());
return reminderRuleRepository.save(reminderRule);
}
@Transactional
public ReminderRule toggleReminderRuleStatus(Long id) {
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ReminderRule reminderRule = reminderRuleRepository.findByld(id)
.orElseThrow(() -> new RuntimeException(*Reminder rule not found with id: ” + id));
reminderRule.setIsActive(!reminderRule.getIsActive());
return reminderRuleRepository.save(reminderRule);
}
@Transactional
public void deleteReminderRule(Long id) {
ReminderRule reminderRule = reminderRuleRepository.findByld(id)
.orElseThrow(() -> new RuntimeException(’Reminder rule not found with id: ” + id));
reminderRuleRepository.delete(reminderRule);
}
}
package com.quantcrm.system.model;
import javax.persistence.*;
import java.time.LocalDateTime;
import java.util.List;
@Entity
@Table(name = "customer™)
public class Customer {
@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
@Column(name = "name”, nullable = false)
private String name;
@Column(name = "phone”)
private String phone;
@Column(name = "email”)
private String email;
@Column(name = ”company”)
private String company;
@Column(name = ”position”)
private String position;
@Column(name = ”industry”)
private String industry;
@Column(name = ”source”)
private String source;
@Column(name = ”status”)
private String status;
@Column(name = "level”)
private Integer level;
@ElementCollection
@CollectionTable(name ="customer_tags”, joinColumns = @JoinColumn(name = "customer_id”))
@Column(name = “tag”)
private List<String> tags;
@Column(name = "preferences”, columnDefinition = *TEXT”)
private String preferences;
@Column(name = ”consultation_history”, columnDefinition = ”"TEXT”)
private String consultationHistory;
@Column(name = "created_at”)
private LocalDateTime createdAt;
@Column(name = "updated_at”)
private LocalDateTime updatedAt;
@Column(name = "created_by”)
private String createdBy;
@Column(name = "updated_by”)
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private String updatedBy;
@PrePersist
protected void onCreate() {
createdAt = LocalDateTime.now();
updatedAt = LocalDateTime.now();
}
@PreUpdate
protected void onUpdate() {
updatedAt = LocalDateTime.now();
}
/[ Getters and Setters
public Long getId() { return id; }
public void setld(Long id) { this.id = id; }
public String getName() { return name; }
public void setName(String name) { this.name = name; }
public String getPhone() { return phone; }
public void setPhone(String phone) { this.phone = phone; }
public String getEmail() { return email; }
public void setEmail(String email) { this.email = email; }
public String getCompany() { return company; }
public void setCompany(String company) { this.company = company; }
public String getPosition() { return position; }
public void setPosition(String position) { this.position = position; }
public String getIndustry() { return industry; }
public void setIndustry(String industry) { this.industry = industry; }
public String getSource() { return source; }
public void setSource(String source) { this.source = source; }
public String getStatus() { return status; }
public void setStatus(String status) { this.status = status; }
public Integer getLevel() { return level; }
public void setLevel(Integer level) { this.level = level; }
public List<String> getTags() { return tags; }
public void setTags(List<String> tags) { this.tags = tags; }
public String getPreferences() { return preferences; }
public void setPreferences(String preferences) { this.preferences = preferences; }
public String getConsultationHistory() { return consultationHistory; }
public void setConsultationHistory(String consultationHistory) { this.consultationHistory = con-

sultationHistory; }

}

public LocalDateTime getCreatedAt() { return createdAt; }

public void setCreatedAt(LocalDateTime createdAt) { this.createdAt = createdAt; }
public LocalDateTime getUpdatedAt() { return updatedAt; }

public void setUpdatedAt(LocalDateTime updatedAt) { this.updatedAt = updatedAt; }
public String getCreatedBy() { return createdBy; }

public void setCreatedBy(String createdBy) { this.createdBy = createdBy; }

public String getUpdatedBy() { return updatedBy; }

public void setUpdatedBy(String updatedBy) { this.updatedBy = updatedBy; }

package com.quantcrm.system.repository;

import com.quantcrm.system.model.Customer;

import org.springframework.data.domain.Page;

import org.springframework.data.domain.Pageable;

import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.data.jpa.repository.JpaSpecificationExecutor;
import org.springframework.data.jpa.repository.Query;

import org.springframework.data.repository.query.Param;
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import org.springframework.stereotype.Repository;
import java.util.List;
@Repository
public interface CustomerRepository extends JpaRepository<Customer, Long>, JpaSpecifica-
tionExecutor<Customer> {
Page<Customer> findByNameContainingIgnoreCase(String name, Pageable pageable);
Page<Customer> findByPhoneContaining(String phone, Pageable pageable);
Page<Customer> findByEmailContainingIgnoreCase(String email, Pageable pageable);
Page<Customer> findByCompanyContaininglgnoreCase(String company, Pageable page-
able);
Page<Customer> findByStatus(String status, Pageable pageable);
Page<Customer> findByIndustry(String industry, Pageable pageable);
@Query(”SELECT DISTINCT c.industry FROM Customer ¢ WHERE c.industry IS NOT NULL”)
List<String> find AllIndustries();
@Query(SELECT DISTINCT c.status FROM Customer ¢ WHERE c.status IS NOT NULL>)
List<String> findAllStatuses();
@Query(”SELECT DISTINCT c.source FROM Customer ¢ WHERE c.source IS NOT NULL”)
List<String> findAllSources();
@Query(”SELECT ¢ FROM Customer ¢ WHERE :tag MEMBER OF c.tags”)
Page<Customer> findByTag(@Param(”tag”) String tag, Pageable pageable);
boolean existsByEmail(String email);
boolean existsByPhone(String phone);
}
package com.quantcrm.system.service;
import com.quantcrm.system.model.Customer;
import org.springframework.data.domain.Page;
import org.springframework.data.domain.Pageable;
import org.springframework.web.multipart. MultipartFile;
import java.util.List;
import java.util.Map;
public interface CustomerService {
Page<Customer> getAllCustomers(Pageable pageable);
Customer getCustomerBylId(Long id);
Customer createCustomer(Customer customer);
Customer updateCustomer(Long id, Customer customer);
void deleteCustomer(Long id);
Page<Customer> searchCustomers(String keyword, Pageable pageable);
Page<Customer> filterCustomers(Map<String, Object> filters, Pageable pageable);
List<String> getAllIndustries();
List<String> getAllStatuses();
List<String> getAllSources();
List<Customer> importCustomers(MultipartFile file);
Map<String, Object> validateImportData(MultipartFile file);
Customer addTagToCustomer(Long customerlId, String tag);
Customer removeTagFromCustomer(Long customerld, String tag);
List<String> getAllTags();
}
package com.quantcrm.system.service.impl;
import com.quantcrm.system.model.Customer;
import com.quantcrm.system.repository.CustomerRepository;
import com.quantcrm.system.service.CustomerService;
import org.apache.commons.csv.CSVFormat;
import org.apache.commons.csv.CSVParser;
import org.apache.commons.csv.CSVRecord;
import org.springframework.beans.factory.annotation.Autowired;
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import org.springframework.data.domain.Page;
import org.springframework.data.domain.Pageable;
import org.springframework.data.jpa.domain.Specification;
import org.springframework.stereotype.Service;
import org.springframework.web.multipart. MultipartFile;
import javax.persistence.criteria.Predicate;
import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.nio.charset.StandardCharsets;
import java.time.LocalDateTime;
import java.util.*;
import java.util.stream.Collectors;
@Service
public class CustomerServiceImpl implements CustomerService {
@Autowired
private CustomerRepository customerRepository;
@Override
public Page<Customer> getAllCustomers(Pageable pageable) {
return customerRepository.findAll(pageable);
}
@Override
public Customer getCustomerByld(Long id) {
return customerRepository.findBylId(id)
.orElseThrow(() -> new RuntimeException(”’Customer not found with id: ” + id));
}
@Override
public Customer createCustomer(Customer customer) {
if (customer.getEmail() != null && customerRepository.existsByEmail(customer.getEmail())) {
throw new RuntimeException(”Customer with email ” + customer.getEmail() + ” al-
ready exists™);
}
if (customer.getPhone() != null && customerRepository.existsByPhone(customer.getPhone())) {
throw new RuntimeException(”Customer with phone ” + customer.getPhone() + ” al-
ready exists”);
}
customer.setCreatedAt(LocalDateTime.now());
customer.setUpdatedAt(LocalDateTime.now());
return customerRepository.save(customer);
}
@Override
public Customer updateCustomer(Long id, Customer customerDetails) {
Customer customer = getCustomerByld(id);
if (customerDetails.getEmail() != null &&
IcustomerDetails.getEmail().equals(customer.getEmail()) &&
customerRepository.existsByEmail(customerDetails.getEmail())) {
throw new RuntimeException(”Customer with email ” + customerDetails.getEmail() + ” al-
ready exists™);
}
if (customerDetails.getPhone() != null &&
IcustomerDetails.getPhone().equals(customer.getPhone()) &&
customerRepository.existsByPhone(customerDetails.getPhone())) {
throw new RuntimeException(”Customer with phone ” + customerDetails.getPhone() + ” al-
ready exists”);
}

customer.setName(customerDetails.getName());
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customer.setPhone(customerDetails.getPhone());
customer.setEmail(customerDetails.getEmail());
customer.setCompany(customerDetails.getCompany());
customer.setPosition(customerDetails.getPosition());
customer.setIndustry(customerDetails.getIndustry());
customer.setSource(customerDetails.getSource());
customer.setStatus(customerDetails.getStatus());
customer.setLevel(customerDetails.getLevel());
customer.setTags(customerDetails.getTags());
customer.setPreferences(customerDetails.getPreferences());
customer.setConsultationHistory(customerDetails.getConsultationHistory());
customer.setUpdatedAt(LocalDateTime.now());
customer.setUpdatedBy(customerDetails.getUpdatedBy());
return customerRepository.save(customer);
}
@Override
public void deleteCustomer(Long id) {
Customer customer = getCustomerById(id);
customerRepository.delete(customer);
}
@Override
public Page<Customer> searchCustomers(String keyword, Pageable pageable) {
if (keyword == null | | keyword.trim().isEmpty() {
return customerRepository.findAll(pageable);
}
String searchTerm = "%” + keyword.toLowerCase() + ”%”;
Specification<Customer> spec = (root, query, criteriaBuilder) -> {
List<Predicate> predicates = new ArrayList<>();
predicates.add(criteriaBuilderlike(criteriaBuilderlower(root.get("name”)), searchTerm));
predicates.add(criteriaBuilderlike(root.get("phone”), searchTerm));
predicates.add(criteriaBuilderlike(criteriaBuilder.lower(root.get(*email”)), searchTerm));
predicates.add(criteriaBuilderlike(criteriaBuilder.lower(root.get(”company™)), searchTerm));
return criteriaBuilder.or(predicates.toArray(new Predicate[0]));
I
return customerRepository.findAll(spec, pageable);
}
@Override
public Page<Customer> filterCustomers(Map<String, Object> filters, Pageable pageable) {
Specification<Customer> spec = (root, query, criteriaBuilder) -> {
List<Predicate> predicates = new ArrayList<>();
if (filters.containsKey(*industry”) && filters.get(”industry”) != null) {
predicates.add(criteriaBuilder.equal(root.get(”industry”), filters.get(”industry”)));
}
if (filters.containsKey("status”) && filters.get(”status”) != null) {
predicates.add(criteriaBuilder.equal(root.get(status™), filters.get(”status™)));
}
if (filters.containsKey(”source”) && filters.get(”source”) != null) {
predicates.add(criteriaBuilder.equal(root.get("source”), filters.get(*’source”)));
}
if (filters.containsKey(*level”) && filters.get(”level”) != null) {
predicates.add(criteriaBuilder.equal(root.get(’level”), filters.get(level”)));
}
if (filters.containsKey("tags”) && filters.get(*tags”) != null) {
String tag = (String) filters.get("tags™);
predicates.add(criteriaBuilderisMember(tag, root.get(*tags™)));
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}
return criteriaBuilder.and(predicates.toArray(new Predicate[0]));
}
return customerRepository.findAll(spec, pageable);
}
@Override
public List<String> getAllIndustries() {
return customerRepository.findAllIndustries();
}
@Override
public List<String> getAllStatuses() {
return customerRepository.findAllStatuses();
}
@Override
public List<String> getAllSources() {
return customerRepository.findAllSources();
}
@Override
public List<Customer> importCustomers(MultipartFile file) {
List<Customer> importedCustomers = new ArrayList<>();
try (BufferedReader fileReader = new BufferedReader(
new InputStreamReader(file.getInputStream(), StandardCharsets.UTF_8));
CSVParser csvParser = new CSVParser(fileReader,
CSVFormat.DEFAULT.withFirstRecordAsHeader().withIgnoreHeaderCase().withTrim())) {
Iterable<CSVRecord> csvRecords = csvParser.getRecords();
for (CSVRecord csvRecord : csvRecords) {
Customer customer = new Customer();
customer.setName(csvRecord.get("name”));
customer.setPhone(csvRecord.get(”phone™));
customer.setEmail(csvRecord.get(”email”));
customer.setCompany(csvRecord.get(*company™));
customer.setPosition(csvRecord.get("position”));
customer.setIndustry(csvRecord.get(”industry”));
customer.setSource(csvRecord.get(*source”));
customer.setStatus(csvRecord.get(’status™));
if (csvRecord.isSet("level”)) {
try {
customer.setLevel(Integer.parselnt(csvRecord.get("level”)));
} catch (NumberFormatException e) {
customer.setLevel(1);
}
}
if (csvRecord.isSet("tags”)) {
String tags = csvRecord.get("tags”);
if (tags != null && !tags.isEmpty() {
List<String> tagList = Arrays.stream(tags.split(”,”))
.map(String::trim)
.collect(Collectors.toList());
customer.setTags(tagList);
}
}
customer.setCreatedAt(LocalDateTime.now());
customer.setUpdatedAt(LocalDateTime.now());
importedCustomers.add(customerRepository.save(customer));
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} catch (Exception e) {
throw new RuntimeException(*Failed to import customers: ” + e.getMessage());
}
return importedCustomers;
}
@Override
public Map<String, Object> validateImportData(MultipartFile file) {
Map<String, Object> validationResult = new HashMap<>();
List<String> errors = new ArrayList<>();
List<String> warnings = new ArrayList<>();
if (file.isEmpty()) {
errors.add(’File is empty”);
validationResult.put(*errors”, errors);
validationResult.put(*warnings”, warnings);
return validationResult;
}
if (!Objects.requireNonNull(file.getOriginalFilename()).toLowerCase().endsWith(”.csv”)) {
errors.add(”Only CSV files are supported”);
}
try (BufferedReader fileReader = new BufferedReader(
new InputStreamReader(file.getInputStream(), StandardCharsets.UTF_8));
CSVParser csvParser = new CSVParser(fileReader,
CSVFormat.DEFAULT.withFirstRecordAsHeader().withIgnoreHeaderCase().withTrim())) {
Set<String> headers = csvParser.getHeaderMap().keySet();
Set<String> requiredHeaders = Set.of("name”, ”phone”, “email”);
for (String requiredHeader : requiredHeaders) {
if (headers.contains(requiredHeader)) {
errors.add(”Missing required column: ” + requiredHeader);
}
}
int recordCount = 0;
for (CSVRecord record : csvParser) {
recordCount++;
if (record.get(*'name”) == null | | record.get("name”).trim().isEmpty() {
errors.add("Record ” + recordCount + ”: Name is required”);
}
if (record.get(*’email”) != null && !record.get("email”).trim().isSEmpty() {
String email = record.get(*email”).trim();
if (customerRepository.existsByEmail(email)) {
warnings.add(”Record ” + recordCount + ”: Email ” + email + ” already exists”);
}
}
}
validationResult.put(*totalRecords”, recordCount);
0.5:°0.5%,
1:°1
1
/>
</Form.Item>
</Col>
</Row>
<Row gutter={16}>
<Col span={12}>
<Form.Item

label=" {&EF KIT2”
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name="potentialDemandScore”
tooltip=" {ETEFR R HIEL HEDE- 70
>
<InputNumber
min={0}
max={1}
step={0.1}
style={{ width: ’100%’ }}
/>
</Form.Item>
</Col>
<Col span={12}>
<Form.Item
label=" 34kl HIFE (F)”
name="analysisRefreshInterval”
tooltip=" (b5 £ S RIETHIAS 7] e
>
<InputNumber
min={300}
max={86400}
step={300}
style={{ width: ’100%’ }}
/>
</Form.Item>
</Col>
</Row>
<Row gutter={16}>
<Col span={12}>
<Form.Item
label=" H#h4E R &
name="autoGenerateReports”
valuePropName="checked”
>
<Switch />
</Form.Item>
</Col>
<Col span={12}>
<Form.Item
label=" iz & R B K £
name="reportRetentionDays”
tooltip=" A ah4: AR S AE RS HIOR B KA
>
<InputNumber
min={30}
max={1095}
step={30}
style={{ width: *’100%’ }}
/>
</Form.Item>
</Col>
</Row>
</Form>
</Card>
);
|
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import React from 'react’;
import { Card, Form, Switch, Input, Select, Button, Row, Col } from ’antd’;
import { SaveOutlined } from ’@ant-design/icons’;
import type { NotificationSettings } from ’./settings_types’;
const { TextArea } = Input;
const { Option } = Select;
interface NotificationSettingsProps {
settings: NotificationSettings;
loading: boolean;
onSave: (data: NotificationSettings) => void;
}
export const NotificationSettingsForm: React.FC<NotificationSettingsProps> = ({
settings,
loading,
onSave
N=>{
const [form] = Form.useForm();
const handleSave = async () => {

try {
const values = await form.validateFields();
onSave(values);

} catch (error) {
console.error( FEHAINUEKIL, error);
}
|5
return (
<Card
title=" WAL &
className="rounded-lg shadow-md card-bg-color”
extra={
<Button
type="primary”
icon={<SaveOutlined />}
loading={loading}
onClick={handleSave}
className="primary-color”

>
PRFEE
</Button>

}

>
<Form
form={form}
layout="vertical”
initialValues={settings}
className="text-primary”
>
<Row gutter={16}>
<Col span={8}>
<Form.Item
label=" Hil¢IEA1”
name="emailNotifications”
valuePropName="checked”
>
<Switch />
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</Form.Item>
</Col>
<Col span={8}>
<Form.Item
label=" % {51EA1”
name="smsNotifications”
valuePropName="checked”
>
<Switch />
</Form.Item>
</Col>
<Col span={8}>
<Form.Item
label=" #EiXIEA”
name="pushNotifications”
valuePropName="checked”
>
<Switch />
</Form.Item>
</Col>
</Row>
<Form.Item
label=" Ml EAR
name="emailTemplate”
dependencies={[’emailNotifications’]}
>
{({ getFieldValue }) =>
getFieldValue(emailNotifications’) ? (
<TextArea
rows={4}
placeholder=" & AMBAF @RISR N 22
/>
) :null
}
</Form.Item>
<Form.Item
label=" %G {ZiHz”
name="smsTemplate”
dependencies={[’smsNotifications’]}
>
{{ getFieldValue }) =>
getFieldValue(’smsNotifications’) ? (
<TextArea
rows={2}
placeholder=" & AR {5 B HIBAR N 2
maxLength={70}
showCount
/>
) :null
}
</Form.Item>
<Form.Item
label=" {2RE[AIFE (K)”
name="reminderIntervals”

tooltip=" 1% B M A1 & X R FE K E

35
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>
<Select mode="multiple” placeholder=" JE$ZE FA]fR">
<Option value={1}>1 X </Option>
<Option value={3}>3 X </Option>
<Option value={7}>7 X </Option>
<Option value={15}>15 X </Option>
<Option value={30}>30 X </Option>
</Select>
</Form.Item>
<Form.Item
label=" 5 F G EHR”
name="criticalAlerts”
valuePropName="checked”
tooltip="" & F e XURG 257 - R e B B5CH i ) SEE RSB 41
>
<Switch />
</Form.Item>
</Form>
</Card>
);
}
import React from 'react’;
import { Tabs, Spin } from ’antd’;
import { SettingOutlined, BarChartOutlined, NotificationOutlined } from ’@ant-design/icons’;
import { useSettings } from ’./settings_hooks’;
import { PlatformSettingsForm } from ’./platform_settings’;
import { BusinessSettingsForm } from ’./business_settings’;
import { NotificationSettingsForm } from ’./notification_settings’;
const { TabPane } = Tabs;
export const SettingsPage: React.FC = () => {
const {
settings,
savePlatformSettings,
saveBusinessSettings,
saveNotificationSettings
} = useSettings();
if (settings.loading) {
return (
<div className="flex justify-center items-center h-64”>
<Spin size="large” />
</div>
);
}
return (
<div className="p-6 page-bg-color min-h-screen”>
<div className="mb-6">
<h1 className="text-2xI font-bold text-primary”> &% 1% & </h1>
<p className="text-secondary”> At & V- & £:Ailif5 B 555 S5 </p>
</div>
<Tabs
defaultActiveKey="platform”
type="card”
className="settings-tabs”
>
<TabPane
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tab={
<span>
<SettingOutlined />
TEERELE
</span>
}
key="platform”
>
<PlatformSettingsForm
settings={settings.platform}
loading={settings.saving}
onSave={savePlatformSettings}
/>
</TabPane>
<TabPane
tab={
<span>
<BarChartOutlined />
W5 SHBCE
</span>
}
key="business”
>
<BusinessSettingsForm
settings={settings.business}
loading={settings.saving}
onSave={saveBusinessSettings}
/>
</TabPane>
<TabPane
tab={
<span>
<NotificationOutlined />
AR E
</span>
}
key="notification”
>
<NotificationSettingsForm
settings={settings.notification}
loading={settings.saving}
onSave={saveNotificationSettings}
/>
</TabPane>
</Tabs>
</div>
);
}
import type { PlatformSettings, BusinessParameters, NotificationSettings } from’./settings_types’;
export const validatePlatformSettings = (settings: PlatformSettings): string[] => {
const errors: string[] = [I;
if (Isettings.systemName | | settings.systemName.trim().length === 0) {
errors.pushC RHAXIRARENZ);
}
if (settings.systemName && settings.systemName.length > 50) {
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errors.pushC RFALMKERGEEL 50 MFERP);
}
if (settings.watermark && (!settings.watermarkText | | settings.watermarkText.trim().length === 0)) {
errors.push( /& FZKENI, ZKEISCARRRENZS);
}
return errors;
B
export const validateBusinessParameters = (params: BusinessParameters): string[] => {
const errors: string[] = [I;
if (params.riskModelThreshold < 0 | | params.riskModelThreshold > 1) {
errors.pushC XU %Y S {ELAE 0-1 Z [E));
}
if (params.customerValueWeight < 0 | | params.customerValueWeight > 1) {
errors.push( & FHMENELAE 0-1 Z[|));
}
if (params.potentialDemandScore < 0 | | params.potentialDemandScore > 1) {
errors.push( &1L KIFOHLE 0-1 Z[A]);
}
if (params. analysisRefreshInterval <300) {
errors.push( 74l FIFE A 8E/ VT 300 #0);
}
if (params.reportRetentionDays < 1) {
errors.push( &R RECAREENT 1 R);
}
return errors;
kB
export const validateNotificationSettings = (settings: NotificationSettings): string[] => {
const errors: string[] = [J;
if (settings.emailNotifications && (!settings.emailTemplate | | settings.emailTemplate.trim().length === 0)) {
errors.push( 5 FHERH-EAIN, HREEEARRENZ);
}
if (settings.smsNotifications && (!settings. smsTemplate | | settings.smsTemplate.trim().length ===0)) {
errors.push( /A AR EIEAIN, FEHERARENZ);
}
if (settings.smsNotifications && settings.smsTemplate && settings.smsTemplate.length > 70) {
errors.push(C FASEHRK EARERIL 70 NFAF);
}
if (settings.reminderIntervals.length === 0) {
errors.push( £/VFHEILE —MEREFIF);
}
return errors;
}
export const exportSettingsToJson = (settings: {
platform: PlatformSettings;
business: BusinessParameters;
notification: NotificationSettings;
}: string => {
return JSON.stringify(settings, null, 2);
}
export const importSettingsFromJson = (jsonString: string): {
platform: PlatformSettings;
business: BusinessParameters;
notification: NotificationSettings;
} | null => {
try {
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const settings = JSON.parse(jsonString);
return settings;
} catch (error) {
console.error( § A EKR, error);
return null;
}
};export interface UserProfile {
id: string;
username: string;
email: string;
phone: string;
department: string;
position: string;
avatar?: string;
createdAt: string;
lastLoginAt: string;
}
export interface ProfileFormData {
username: string;
email: string;
phone: string;
department: string;
position: string;
}
export interface PasswordFormData {
currentPassword: string;
newPassword: string;
confirmPassword: string;
}
export interface PreferenceSettings {
theme: ’light’ | ’dark’ | ’auto’;
language: string;
dashboardLayout: ’compact’ | ’‘comfortable’;
notificationEnabled: boolean;
emailNotifications: boolean;
autoSave: boolean;
}
export interface ProfileState {
userProfile: UserProfile | null;
preferences: PreferenceSettings;
isLoading: boolean;
isUpdating: boolean;

import { useState, useEffect, useCallback } from ’react’;
import { message } from ’antd’;
import { UserProfile, ProfileFormData, PasswordFormData, PreferenceSettings, ProfileState } from’./pro-
file_types’;
export const useProfile = () => {
const [state, setState] = useState<ProfileState>({
userProfile: null,
preferences: {
theme: ’light’,
language: ’zh-CN’,
dashboardLayout: ‘comfortable’,
notificationEnabled: true,
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emailNotifications: true,
autoSave: true
h
isLoading: false,
isUpdating: false
D;
const fetchUserProfile = useCallback(async () => {
setState(prev => ({ ...prev, isLoading: true }));
try {
/| #4LL APT 1A
const mockProfile: UserProfile = {
id: "user-0071’,
username: ’zhangsan’,
email: ’zhangsan@quant-consult.com’,
phone: *13800138000’,
department: ’ E/LEHHT,
position: * =& AP,
avatar: undefined,
createdAt: ’2023-01-15T08:00:00Z’,
lastLoginAt: new Date().toISOString()
b
setState(prev => ({ ...prev, userProfile: mockProfile, isLoading: false }));
} catch (error) {
message.error(’ IKEVH FEEKI);
setState(prev => ({ ...prev, isLoading: false }));
}
5D
const updateProfile = useCallback(async (formData: ProfileFormData) => {
setState(prev => ({ ...prev, isUpdating: true }));
try {
/] #E40L APT 18
await new Promise(resolve => setTimeout(resolve, 1000));
setState(prev => ({
...prev,
userProfile: prev.userProfile ? { ...prev.userProfile, ...formData } : null,
isUpdating: false
)
message.successC ™A EEHLIT);
return true;
} catch (error) {
message.error( TN AEELIK);
setState(prev => ({ ...prev, isUpdating: false }));
return false;
}
5 [D;
const updatePassword = useCallback(async (formData: PasswordFormData) => {
setState(prev => ({ ...prev, isUpdating: true }));
try {
/] #5420 APT
await new Promise(resolve => setTimeout(resolve, 1000));
setState(prev => ({ ...prev, isUpdating: false }));
message.success( EREHRKI);
return true;
} catch (error) {
message.error( ZHERRI);
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setState(prev => ({ ...prev, isUpdating: false }));
return false;
}
L [D;
const updatePreferences = useCallback(async (preferences: PreferenceSettings) => {
setState(prev => ({ ...prev, isUpdating: true }));
try {
/] #L APT
await new Promise(resolve => setTimeout(resolve, 800));
setState(prev => ({ ...prev, preferences, isUpdating: false }));
message.success( fmiFi%E S EH);
return true;
} catch (error) {
message.error( FEHTRAT I ERIE);
setState(prev => ({ ...prev, isUpdating: false }));
return false;
}
L [D;
useEffect(() => {
fetchUserProfile();
}, [fetchUserProfile]);
return {
...state,
updateProfile,
updatePassword,
updatePreferences
|5
b
import React from "react’;
import { Card, Form, Input, Button, Switch, Select, Avatar, Space, Divider, Typography } from ’antd’;
import { UserOutlined, MailOutlined, PhoneOutlined, TeamOutlined, SafetyCertificateOutlined, Set-
tingOutlined } from ’@ant-design/icons’;
import { ProfileFormData, PasswordFormData, PreferenceSettings } from ’./profile_types’;
const { Title, Text } = Typography;
const { Option } = Select;
interface ProfileInfoFormProps {
initialData: ProfileFormData;
onSubmit: (data: ProfileFormData) => Promise<boolean>;
loading: boolean;
}
export const ProfileInfoForm: React.FC<ProfileInfoFormProps> = ({
initialData,
onSubmit,
loading
N =>{
const [form] = Form.useForm();
const handleSubmit = async (values: ProfileFormData) => {
const success = await onSubmit(values);
if (success) {
form.setFieldsValue(values);
}
|5
return (
<Card
className="card-bg-color rounded-lg shadow-md”
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title={
<Space>
<UserOutlined className="primary-color” />
<span className="text-primary”> ™ A5 & </span>
</Space>
}
>
<Form
form={form}
layout="vertical”
initialValues={initialData}
onFinish={handleSubmit}
size="large”
>
<div className="grid grid-cols-1 md:grid-cols-2 gap-6”>
<Form.Item
label=" F /7 44”
name="username”
rules={[{ required: true, message: ’ & AF 44’ }1}
>
<Input
prefix={<UserOutlined className="text-secondary” />}
placeholder=" i&#i A\ 44"
/>
</Form.Item>
<Form.Item
label=" {45
name="email”
rules={[
{ required: true, message: ’ &AM },
{ type: ’email’, message: ’ &4 A B N HBFE L }
1}
>
<Input
prefix={<MailOutlined className="text-secondary” />}
placeholder=" &4 AHilH”
/>
</Form.Item>
<Form.Item
label=" FH15”
name="phone”
rules={[
{ required: true, message: ’ IHHATFHLE" },
{ pattern: /A1[3-9]\d{9}$/, message: * & A G FHL S’ }
1}

>
<Input
prefix={<PhoneOutlined className="text-secondary” />}
placeholder=" & A FHL 5"
/>
</Form.Item>
<Form.Item
label=" B[ 1"
name="department”
rules={[{ required: true, message: ’ i&#i A1 1}
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>
<Input
prefix={<TeamOutlined className="text-secondary” />}
placeholder=" & AF 17
/>
</Form.Item>
<Form.Item
label=" BAfi;”
name="position”
rules={[{ required: true, message: ’ & NEN’ 1}
>
<Input
placeholder=" & i AHR {77
/>
</Form.Item>
</div>
<Form.Item className="mt-6">
<Button
type="primary”
htmlType="submit”
loading={loading}
className="primary-color”
>
RIFIB
</Button>
</Form.Item>
</Form>
</Card>
);
%
interface PasswordFormProps {
onSubmit: (data: PasswordFormData) => Promise<boolean>;
loading: boolean;
}
export const PasswordForm: React.FC<PasswordFormProps> = ({
onSubmit,
loading
N=>{
const [form] = Form.useForm();
const handleSubmit = async (values: PasswordFormData) => {
const success = await onSubmit(values);
if (success) {
form.resetFields();

}
}
return (
<Card
className="card-bg-color rounded-1g shadow-md”
title={
<Space>
<SafetyCertificateOutlined className="primary-color” />
<span className="text-primary”> &4 %5 </span>
</Space>
}

>
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<Form
form={form}
layout="vertical”
onFinish={handleSubmit}
size="large”
>
<Form.Item
label=" Y% HS”
name="currentPassword”
rules={[{ required: true, message: ’ & \ M i %’ }}
>
<Input.Password
placeholder=" i&4i A\ 24 Fii & (4~
/>
</Form.Item>
<Form.Item
label=" #&HS”
name="newPassword”
rules={[
{ required: true, message: ’ IEHAFTERD 1,
{ min: 6, message:’ ZHKE=E/D 6 i1 }
I}

>
<Input.Password
placeholder=" igi ABT & (5>
/>
</Form.Item>
<Form.Item
label=" HiAFT#HS”
name="confirmPassword”
dependencies={['newPassword’]}
rules={[
{ required: true, message: ’ IHFIAFTER },
({ getFieldValue }) => ({
validator(_, value) {
if (lvalue | | getFieldValueCnewPassword’) === value) {
return Promise.resolve();
}
return Promise.reject(new Error( M NS A—E0));
}
1,
1}

>
<Input.Password
placeholder=" i&EHHIAFT = HS”
/>
</Form.Item>
<Form.Item className="mt-6">
<Button
type="primary”
htmlType="submit”
loading={loading}
className="primary-color”
>

B
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</Button>
</Form.Item>
</Form>
</Card>
);
}
interface PreferencesFormProps {
initialData: PreferenceSettings;
onSubmit: (data: PreferenceSettings) => Promise<boolean>;
loading: boolean;
}
export const PreferencesForm: React.FC<PreferencesFormProps> = ({
initialData,
onSubmit,
loading
N=>{
const [form] = Form.useFormJ();
const handleSubmit = async (values: PreferenceSettings) => {
const success = await onSubmit(values);
if (success) {
form.setFieldsValue(values);
}
b
return (
<Card
className="card-bg-color rounded-l1g shadow-md”
title={
<Space>
<SettingOutlined className="primary-color” />
<span className="text-primary”> {w41% & </span>
</Space>

}

>
<Form
form={form}
layout="vertical”
initialValues={initialData}
onFinish={handleSubmit}
size="large”
>
<Title level={5}> FLH ¥ & </Title>
<div className="grid grid-cols-1 md:grid-cols-2 gap-6 mb-6”>
<Form.Item
label=" F= 8"
name="theme”
>
<Select>
<Option value="light”> &% </Option>
<Option value="dark”> Rt </Option>
<Option value="auto”> R &%t </Option>
</Select>
</Form.Item>
<Form.Item
label=" J& 5~
name="language”
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>

<Select>
<Option value="zh-CN”> f&ji{AH15Z </Option>
<Option value="en-US”>English</Option>
</Select>
</Form.Item>
<Form.Item
label=" TAE& R
name="dashboardLayout”
>
<Select>
<Option value="comfortable”> #¥i&ffiJ5 </Option>
<Option value="compact”> %15 </Option>
</Select>
</Form.Item>
</div>
<Divider />
<Title level={5}> J@H1X & </Title>
<div className="space-y-4 mb-6">
<Form.Item
label=" /5 Fl RSB A"
name="notificationEnabled”
valuePropName="checked”
>
<Switch />
</Form.Item>
<Form.Item
label=" J& H M AFIER]”
name="emailNotifications”
valuePropName="checked”
>
<Switch />
</Form.Item>
</div>
<Divider />
<Title level={5}> HAhi% & </Title>
<div className="mb-6">
<Form.Item
label=" H#I{#17”
name="autoSave”
valuePropName="checked”
>
<Switch />
</Form.Item>
</div>
<Form.Item>
<Button
type="primary”
htmlType="submit”
loading={loading}
className="primary-color”

>
RFRE
</Button>
</Form.Item>
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</Form>
</Card>
);
}
interface ProfileHeaderProps {
userProfile: {
username: string;
email: string;
department: string;
position: string;
lastLoginAt: string;
I8
}
export const ProfileHeader: React.FC<ProfileHeaderProps> = ({ userProfile }) => {
return (
<Card className="card-bg-color rounded-lg shadow-md mb-6">
<div className="flex items-center space-x-4”>
<Avatar size={64} icon={<UserOutlined />} className="bg-primary-color” />
<div className="flex-1”>
<div className="flex items-center space-x-2 mb-2”">
<Title level={4} className="text-primary mb-0”>{userProfile.username}</Title>
<Text className="text-secondary”>{userProfile.position}</Text>
</div>
<div className="grid grid-cols-1 md:grid-cols-3 gap-4 text-sm”>
<div>
<Text type="secondary”> Hil#: </Text>
<Text>{userProfile.email}</Text>
</div>
<div>
<Text type="secondary”> #f[]: </Text>
<Text>{userProfile.department}</Text>
</div>
<div>
<Text type="secondary”> /5 &% </Text>
<Text>{new Date(userProfile.lastLoginAt).toLocaleString()}</Text>
</div>
</div>
</div>
</div>
</Card>
);
}
import React from "react’;
import { Tabs, Spin } from ’antd’;
import { UserOutlined, SafetyCertificateOutlined, SettingOutlined } from ’@ant-design/icons’;
import { useProfile } from ’./profile_hooks’;
import { ProfileHeader, ProfileInfoForm, PasswordForm, PreferencesForm } from’./profile_components’;
const { TabPane } = Tabs;
export const ProfilePage: React.FC = () => {
const {
userProfile,
preferences,
isLoading,
isUpdating,
updateProfile,
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updatePassword,
updatePreferences
} = useProfile();
if (isLoading | | !userProfile) {
return (
<div className="flex justify-center items-center min-h-64”>
<Spin size="large” />
</div>
);
}
const profileFormData = {
username: userProfile.username,
email: userProfile.email,
phone: userProfile.phone,
department: userProfile.department,
position: userProfile.position
B
return (
<div className="page-bg-color min-h-screen p-6”>
<div className="max-w-4xl mx-auto”>
<ProfileHeader userProfile={userProfile} />
<Tabs
defaultActiveKey="profile”
size="large”
className="bg-card-bg-color rounded-1g shadow-md”
items={[
{
key: ’profile’,
label: (
<span>
<UserOutlined />
PAGEE
</span>
),
children: (
<ProfileInfoForm
initialData={profileFormData}
onSubmit={updateProfile}
loading={isUpdating}
/>

}’
{
key: ’password’,
label: (
<span>
<SafetyCertificateOutlined />
(ER &
</span>
),
children: (
<PasswordForm
onSubmit={updatePassword}
loading={isUpdating}
/>
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)
h
{
key: 'preferences’,
label: (
<span>
<SettingOutlined />
{tr 1 E
</span>
)’
children: (
<PreferencesForm
initialData={preferences}
onSubmit={updatePreferences}
loading={isUpdating}
/>
)
}
I}
/>
</div>
</div>
);
3
import { PasswordFormData } from ’./profile_types’;
export const validatePasswordStrength = (password: string): boolean => {
const minLength = 6;
const hasUpperCase = /[A-Z]/.test(password);
const hasLowerCase = /[a-z]/.test(password);
const hasNumbers = \d/.test(password);
const hasSpecialChar = /[!@#$%"&*(),.?”:{} | <>]/.test(password);
return password.length >= minLength &&
(hasUpperCase | | hasLowerCase) &&
hasNumbers;
}
export const formatPhoneNumber = (phone: string): string => {
const cleaned = phone.replace(\D/g, ”);
if (cleaned.length === 11) {
return cleaned.replace(/(\d{3})(\d{4}H)(\d{4})/, ’$1 **** $3");
}
return phone;
}
export const validateProfileData = (data: any): string[] => {
const errors: string[] = [J;
if (/data.username | | data.username.trim().length < 2) {
errors.pushC AAF&ZE/DFE 2 NERP);
}
if (ldata.email | | I/A[MNs@]+@[MNs@]+\.[MN\s@]+$/.test(data.email)) {
errors.push( &I A B RHBA L),
}
if (/data.phone | | !/A1[3-91\d{9}$/.test(data.phone)) {
errors.push( &I A BRI FHED);
}
if (/data.department | | data.department.trim().length === 0) {
errors.push( & 15 EAREEAZT);
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}
if (data.position | | data.position.trim().length === 0) {
errors.push( BN BEARENZD);
}
return errors;
}
export const validatePasswordData = (data: PasswordFormData): string[] => {
const errors: string[] = [I;
if (data.currentPassword) {
errors.push( &I A 4§ HS);
}
if (/data.newPassword) {
errors.push( & NHTHRD);
} else if (lvalidatePasswordStrength(data.newPassword)) {
errors.pushC #rEmsRE R~ g, BHEESFHNET, KEZRD 64);
}
if (data.newPassword !== data.confirmPassword) {
errors.push( P AR RS~ —E0);
}
return errors;
};export interface SecurityLogRecord {
id: string;
userId: string;
userName: string;
actionType:’LOGIN’ | 'TLOGOUT’ | "DATA_ACCESS’ | 'DATA_MODIFY’ | 'SYSTEM_OPERATION’;
actionDescription: string;
ipAddress: string;
userAgent: string;
devicelnfo: string;
timestamp: Date;
status: 'SUCCESS’ | ’FAILED’;
targetResource?: string;
details?: Record<string, any>;
}
export interface SecurityLogQueryParams {
page: number;
pageSize: number;
startTime?: Date;
endTime?: Date;
actionType?: string;
status?: string;
userName?: string;
ipAddress?: string;
}
export interface SecurityLogResponse {
records: SecurityLogRecord[];
total: number;
currentPage: number;
pageSize: number;
}
export const ACTION_TYPE_OPTIONS = [
{label:’ &%, value: 'LOGIN’ },
{label:’ &H?, value: 'LOGOUT’ },
{ label:’ ¥dEijlAP, value: ’DATA_ACCESS’ },
{label:’ ##EEHC, value: 'DATA_ MODIFY’ },
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{label:” R%i##(F, value: 'SYSTEM_OPERATION’ }
I;
export const STATUS_OPTIONS = [
{1label:’ %3y, value: ’SUCCESS’ },
{label:’ Z&¥, value: ’FAILED’ }
I;
import { SecurityLogRecord, SecurityLogQueryParams, SecurityLogResponse } from ’./secu-
rity_log_types’;
class SecurityLogService {
private baseUrl = ’/api/security-logs’;
async getOperationLogs(params: SecurityLogQueryParams): Promise<SecurityLogResponse> {
const queryString = new URLSearchParams({
page: params.page.toString(),
pageSize: params.pageSize.toString(),
...(params.startTime && { startTime: params.startTime.toISOString() }),
...(params.endTime && { endTime: params.endTime.toISOString() }),
...(params.actionType && { actionType: params.actionType }),
...(params.status && { status: params.status }),
...(params.userName && { userName: params.userName }),
...(params.ipAddress && { ipAddress: params.ipAddress })
}.toString();
const response = await fetch(‘${this.baseUrl}/operation?${queryString}*);
if (Iresponse.ok) {
throw new Error( JREUSAE H 2 K00);
}
return response.json();
}
async getLoginLogs(params: SecurityLogQueryParams): Promise<SecurityLogResponse> {
const queryString = new URLSearchParams({
page: params.page.toString(),
pageSize: params.pageSize.toString(),
...(params.startTime && { startTime: params.startTime.toISOString() }),
..(params.endTime && { endTime: params.endTime.toISOString() }),
..(params.userName && { userName: params.userName }),
...(params.ipAddress && { ipAddress: params.ipAddress }),
...(params.status && { status: params.status })
}.toString();
const response = await fetch(‘${this.baseUrl}/login?${queryString}*);
if (Iresponse.ok) {
throw new Error( JREUE ¢ H 4 K00);
}
return response.json();
}
async getDataAccessLogs(params: SecurityLogQueryParams): Promise<SecurityLogResponse> {
const queryString = new URLSearchParams({
page: params.page.toString(),
pageSize: params.pageSize.toString(),
...(params.startTime && { startTime: params.startTime.toISOString() }),
..(params.endTime && { endTime: params.endTime.toISOString() }),
..(params.userName && { userName: params.userName }),
...(params.ipAddress && { ipAddress: params.ipAddress })
}.toString();
const response = await fetch(‘${this.baseUrl}/data-access?${queryString}*);
if (Iresponse.ok) {
throw new Error( ZREXEHE i 7] H & 50);
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}
return response.json();
}
async exportLogs(params: SecurityLogQueryParams, logType: string): Promise<Blob> {
const queryString = new URLSearchParams({
...params,
startTime: params.startTime?.toISOString(),
endTime: params.endTime?.toISOString()
} as any).toString();
const response = await fetch(‘${this.baseUrl}/export/${logType}?${queryString});
if (Iresponse.ok) {
throw new Error( S Hi&ER);
}
return response.blob();
}
}
export const securityLogService = new SecurityLogService();
import { useState, useCallback } from ’react’;
import { SecurityLogRecord, SecurityLogQueryParams, SecurityLogResponse } from ’./secu-
rity_log_types’;
import { securityLogService } from ’./security_log_service’;
export const useSecurityLogs = (logType: ’operation’ | ’login’ | ’data-access’) => {
const [loading, setLoading] = useState(false);
const [data, setData] = useState<SecurityLogResponse>({
records: [],
total: O,
currentPage: 1,
pageSize: 20
D;
const [error, setError] = useState<string | null>(null);
const fetchLogs = useCallback(async (params: SecurityLogQueryParams) => {
setLoading(true);
setError(null);
try {
let response: SecurityLogResponse;
switch (logType) {
case ’operation’:
response = await securityLogService.getOperationLogs(params);
break;
case 'login’:
response = await securityLogService.getLoginLogs(params);
break;
case ’data-access’:
response = await securityLogService.getDataAccessLogs(params);

break;
default:
throw new Error( 325 HEZAD);
}
setData(response);

} catch (err) {
setError(err instanceof Error ? errmessage : * KB H EEIEF0);
} finally {
setLoading(false);
}
}, [logTypel);
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const exportLogs = useCallback(async (params: SecurityLogQueryParams): Promise<boolean> => {
try {
const blob = await securityLogService.exportLogs(params, logType);
const url = window.URL.createObjectURL(blob);
const link = document.createElement(’a’);
link.href = url,
link.download = ‘${logType}-logs-${new Date().getTime()}.xIsx";
document.body.appendChild(link);
link.clickQ;
document.body.removeChild(link);
window.URL.revokeObjectURL(url);
return true;
} catch (err) {
setError(err instanceof Error ? err.message :’ S H&KK);
return false;
}
}, [logType));
return {
loading,
data,
error,
fetchLogs,
exportLogs
b
}
import React from ’react’;
import { Card, Form, Input, Select, DatePicker, Button, Space } from ’antd’;
import { SearchOutlined, ReloadOutlined } from ’@ant-design/icons’;
import { SecurityLogQueryParams, ACTION_TYPE_OPTIONS, STATUS_OPTIONS } from’./secu-
rity_log_types’;
const { RangePicker } = DatePicker;
const { Option } = Select;
interface SecurityLogFiltersProps {
onSearch: (params: SecurityLogQueryParams) => void;
onReset: () => void;
loading?: boolean;
showActionType?: boolean;
showsStatus?: boolean;
}
export const SecurityLogFilters: React.FC<SecurityLogFiltersProps> = ({
onSearch,
onReset,
loading = false,
showActionType = false,
showsStatus = false
D=>{
const [form] = Form.useForm();
const handleSearch = (values: any) => {
const params: SecurityLogQueryParams = {
page: 1,
pageSize: 20,
userName: values.userName,
ipAddress: values.ipAddress,
actionType: values.actionType,
status: values.status
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}
if (values.timeRange && values.timeRange.length === 2) {
params.startTime = values.timeRange[0];
params.endTime = values.timeRange[1];
}
onSearch(params);
b
const handleReset = () => {
form.resetFields();
onReset();
B
return (
<Card className="rounded-lg shadow-md mb-4">
<Form
form={form}
layout="inline”
onFinish={handleSearch}
>
<Form.Item name="userName” label=" i 14”>
<Input placeholder=" i A 47 style={{ width: 150 }} />
</Form.Item>
<Form.Item name="ipAddress” label="1P i1}-">
<Input placeholder=" i&#i A IP Hilit” style={{ width: 150 }} />
</Form.Item>
{showActionType && (
<Form.Item name="actionType” label=" #{E%">
<Select placeholder=" IEIEFRIEHRA” style={{ width: 150 }}>
{ACTION_TYPE_OPTIONS.map(option => (
<Option key={option.value} value={option.value}>
{option.label}
</Option>
N}
</Select>
</Form.Item>
)}
{showStatus && (
<Form.Item name="status” label=" 1K7">
<Select placeholder=" iHiE IR style={{ width: 120 }}>
{STATUS_OPTIONS.map(option => (
<Option key={option.value} value={option.value}>
{option.label}
</Option>
N}
</Select>
</Form.Item>
)}
<Form.Item name="timeRange” label=" i [A]7E ">
<RangePicker showTime />
</Form.Item>
<Form.Item>
<Space>
<Button
type="primary”
htmlType="submit”
icon={<SearchOutlined />}
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loading={loading}
className="primary-color”
>
R
</Button>
<Button
onClick={handleReset}
icon={<ReloadOutlined />}
>
HE
</Button>
</Space>
</Form.Item>
</Form>
</Card>
);
}
import React from "react’;
import { Table, Tag, Tooltip } from ’antd’;
import { SecurityLogRecord } from ’./security_log_types’;
import { formatDateTime, getActionTypeColor, getStatusColor } from ’./security_log_utils’;
interface SecurityLogTableProps {
data: SecurityLogRecord[];
loading?: boolean;
pagination: any;
onChange: (pagination: any) => void;
logType: ’operation’ | ’login’ | ’data-access’;

export const SecurityLogTable: React.FC<SecurityLogTableProps> = ({
data,
loading,
pagination,
onChange,
logType
D =>{
const getActionTypeText = (type: string) => {
const map: Record<string, string> = {
LOGIN’: * %3¢,
"LOGOUT:” 1Y,
"DATA_ACCESS’:’ $dig1i i),
"DATA_MODIFY:* £ &,
"SYSTEM_OPERATION’: > RZGi#51F’

}’eturn mapltype] || type;

i;onst getStatusText = (status: string) => {
return status === SUCCESS’ ?’ i3y’ : * Z0;
(}:,onst baseColumns = [

{title: CHPA,

datalndex: 'userName’,
key: 'userName’,
width: 120

1
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{
title: *IP Hzhl,
datalndex: ’ipAddress’,
key:’ipAddress’,
width: 140

},

{

title: * #AEIS (AP,
datalndex: timestamp’,
key: ’timestamp’,
width: 180,
render: (timestamp: Date) => formatDateTime(timestamp)
5
{
title: * IRZ,
datalndex: ’status’,
key: ’status’,
width: 80,
render: (status: string) => (
<Tag color={getStatusColor(status)}>
{getStatusText(status)}
</Tag>
)
}
5;
const operationColumns = [
...baseColumns,
{
title: * #{FRAY,
datalndex: ’actionType’,
key:’actionType’,
width: 120,
render: (type: string) => (
<Tag color={getActionTypeColor(type)}>
{getActionTypeText(type)}
</Tag>
)
},
{
title: * #RIEREIA,
datalndex: ’actionDescription’,
key:’actionDescription’,
ellipsis: true,
render: (text: string) => (
<Tooltip title={text}>
<span>{text}</span>
</Tooltip>
)
}
I;
const loginColumns = [
...baseColumns,
{
title:” & ER,
datalndex: ’devicelnfo’,
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key: *devicelnfo’,
ellipsis: true,
render: (text: string) => (
<Tooltip title={text}>
<span>{text}</span>
</Tooltip>
)
5,
{
title: > FH FRHY,
datalndex: 'userAgent’,
key: 'userAgent’,
ellipsis: true,
render: (text: string) => (
<Tooltip title={text}>
<span>{text}</span>
</Tooltip>
)
}
I;
const dataAccessColumns = [
..baseColumns,
{
title:” HARGEIR,
datalndex: ’targetResource’,
key: ’targetResource’,
ellipsis: true,
render: (text: string) => (
<Tooltip title={text}>
<span>{text}</span>
</Tooltip>
)
})
{
title: ” #{EHIIA,
datalndex: ’actionDescription’,
key:’actionDescription’,
ellipsis: true,
render: (text: string) => (
<Tooltip title={text}>
<span>{text}</span>
</Tooltip>
)
}
5;
const getColumns = () => {
switch (logType) {
case ‘operation’:
return operationColumns;
case ’login’:
return loginColumns;
case ’data-access’
return dataAccessColumns;
default:
return baseColumns;
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}
I8
return (
<Table
columns={getColumns(}
dataSource={data}
loading={loading}
pagination={pagination}
onChange={onChange}
rowKey="id”
scroll={{ x: 800 }}
/>
);
3
import React, { useState, useEffect } from ’react’;
import { Card, Button, Space, message } from ’antd’;
import { ExportOutlined } from ’@ant-design/icons’;
import { SecurityLogFilters } from ’./security_log_filters’;
import { SecurityLogTable } from ’./security_log_table’;
import { useSecurityLogs } from ’./security_log_hooks’;
import { SecurityLogQueryParams } from ’./security_log_types’;
export const OperationLogPage: React.FC = () => {
const [queryParams, setQueryParams] = useState<SecurityLogQueryParams>({
page: 1,
pageSize: 20
D;
const { loading, data, error, fetchLogs, exportLogs } = useSecurityLogs(Coperation’);
useEffect(Q => {
fetchLogs(queryParams);
}, [queryParams]));
useEffect(Q => {
if (error) {
message.error(error);
}
}, [error]);
const handleSearch = (params: SecurityLogQueryParams) => {
setQueryParams(params);

const handleReset = () => {
setQueryParams({

page: 1,

pageSize: 20
D;
B
const handleTableChange = (pagination: any) => {
setQueryParams(prev => ({

..prev,

page: pagination.current,

pageSize: pagination.pageSize
D);
B
const handleExport = async () => {

const success = await exportLogs(queryParams);

if (success) {

message.success( FHI);
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}
I8
return (
<div className="page-bg-color p-4”>
<Card className="rounded-1g shadow-md”>
<div className="flex justify-between items-center mb-4”>
<h2 className="text-primary text-lg font-semibold”> #{/EH & </h2>
<Space>
<Button
type="primary”
icon={<ExportOutlined />}
onClick={handleExport}
loading={loading}
className="accent-color”

>
FHHE
</Button>
</Space>
</div>
<SecurityLogFilters
onSearch={handleSearch}
onReset={handleReset}
loading={loading}
showActionType={true}
showStatus={true}
/>
<SecurityLogTable
data={data.records}
loading={loading}
pagination={{
current: data.currentPage,
pageSize: data.pageSize,
total: data.total,
showSizeChanger: true,
showQuickJumper: true,
showTotal: (total) => ‘4t ${total} FZic*% ¢
1}
onChange={handleTableChange}
logType="operation”
/>
</Card>
</div>
);
}
import React, { useState, useEffect } from ’react’;
import { Card, Button, Space, message } from ’antd’;
import { ExportOutlined } from ’@ant-design/icons’;
import { SecurityLogFilters } from ’./security_log_filters’;
import { SecurityLogTable } from ’./security_log_table’;
import { useSecurityLogs } from ’./security_log_hooks’;
import { SecurityLogQueryParams } from ’./security_log_types’;
export const LoginLogPage: React.FC = () => {
const [queryParams, setQueryParams] = useState<SecurityLogQueryParams>({
page: 1,
pageSize: 20
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D;
const { loading, data, error, fetchLogs, exportLogs } = useSecurityLogs(login’);
useEffect(() => {
fetchLogs(queryParams);
}, [queryParams));
useEffect() => {
if (error) {
message.error(error);
}
}, [error]);
const handleSearch = (params: SecurityLogQueryParams) => {
setQueryParams(params);
b
const handleReset = () => {
setQueryParams({
page: 1,
pageSize: 20
D;
b
const handleTableChange = (pagination: any) => {
setQueryParams(prev => ({
...prev,
page: pagination.current,
pageSize: pagination.pageSize
D);
B
const handleExport = async () => {
const success = await exportLogs(queryParams);
if (success) {
message.success( S I);
}
B
return (
<div className="page-bg-color p-4”>
<Card className="rounded-1g shadow-md”>
<div className="flex justify-between items-center mb-4”>
<h2 className="text-primary text-lg font-semibold”> &3t Hi& </h2>
<Space>
<Button
type="primary”
icon={<ExportOutlined />}
onClick={handleExport}
loading={loading}
className="accent-color”
>
SHHEE
</Button>
</Space>
</div>
<SecurityLogFilters
onSearch={handleSearch}
onReset={handleReset}
loading={loading}
showsStatus={true}
/>
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<SecurityLogTable
data={data.records}
loading={loading}
pagination={{
current: data.currentPage,
pageSize: data.pageSize,
total: data.total,
showsSizeChanger: true,
showQuickJumper: true,
showTotal: (total) => ‘4 ${total} Fic*% ¢
H
onChange={handleTableChange}
logType="login”
/>
</Card>
</div>
);
}
import React, { useState, useEffect } from ’react’;
import { Card, Button, Space, message } from ’antd’;
import { ExportOutlined } from ’@ant-design/icons’;
import { SecurityLogFilters } from ’./security_log_filters’;
import { SecurityLogTable } from ’./security_log_table’;
import { useSecurityLogs } from ’./security_log_hooks’;
import { SecurityLogQueryParams } from ’./security_log_types’;
export const DataAccessLogPage: React.FC = () => {
const [queryParams, setQueryParams] = useState<SecurityLogQueryParams>({
page: 1,
pageSize: 20
D;
const { loading, data, error, fetchLogs, exportLogs } = useSecurityLogs(data-access’);
useEffect(Q => {
fetchLogs(queryParams);
}, [queryParams]);
useEffect(() => {
if (error) {
message.error(error);
}
}, [error]);
const handleSearch = (params: SecurityLogQueryParams) => {
setQueryParams(params);
|
const handleReset = () => {
setQueryParams({
page: 1,
pageSize: 20
D;
B
const handleTableChange = (pagination: any) => {
setQueryParams(prev => ({
...prev,
page: pagination.current,
pageSize: pagination.pageSize
D)
I8
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const handleExport = async () => {
const success = await exportLogs(queryParams);
if (success) {
message.success( S I);
}
B
return (
<div className="page-bg-color p-4”>
<Card className="rounded-1g shadow-md”>
<div className="flex justify -between items-center mb-4">
<h2 className="text-primary text-lg font-semibold”> ¥#E1j[ H& </h2>
<Space>
<Button
type="primary”
icon={<ExportOutlined />}
onClick={thandleExport}
loading={loading}
className="accent-color”
>
SHHEE
</Button>
</Space>
</div>
<SecurityLogFilters
onSearch={handleSearch}
onReset={handleReset}
loading={loading}
/>
<SecurityLogTable
data={data.records}
loading={loading}
pagination={{
current: data.currentPage,
pageSize: data.pageSize,
total: data.total,
showsSizeChanger: true,
showQuickJumper: true,
showTotal: (total) => ‘4% ${total} 5% ¢
1
onChange={handleTableChange}
logType="data-access”
/>
</Card>
</div>
);
}
export const formatDateTime = (date: Date): string => {
return new Intl.DateTimeFormat(zh-CN’, {
year: ‘numeric’,
month: 2-digit’,
day: ’2-digit’,
hour: *2-digit’,
minute: *2-digit’,
second: *2-digit’
B.format(new Date(date));
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}
export const getActionTypeColor = (actionType: string): string => {
const colorMap: Record<string, string> = {
’LOGIN’: ’green’,
’LOGOUT’: ’blue’,
"DATA_ACCESS’: ’orange’,
"DATA_MODIFY’: 'red’,
’SYSTEM_OPERATION’: *purple’
|3
return colorMap[actionType] | | ’default’;
B
export const getStatusColor = (status: string): string => {
return status ==="SUCCESS’ ? ’success’ : ’error’;
}
export const downloadBlob = (blob: Blob, filename: string): void => {
const url = window.URL.createObjectURL(blob);
const link = document.createElement(’a’);
link.href = url;
link.download = filename;
document.body.appendChild(link);
link.clickQ;
document.body.removeChild(link);
window.URL.revokeObjectURL(url);

})
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